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Changelog (Round 2 — Round 3)

We made the following major changes to our submission:

¢ Revised signature generation and verification algorithms: To pre-
vent an excessive increase in the signature-generation time, we restrict
signature generation to cases where the coefficient matrix L of the linear
system in the oil variables has rank at least m — A. Here, m is the dimen-
sion of the square matrix L, and A is an additional parameter. When the
rank of L is low, the expected number of retries in signature generation
grows exponentially. We therefore choose A as small as possible, subject
to the condition that, for a realistic upper bound on the number of sig-
natures generated, the probability of encountering a matrix L with rank
less than m — A remains below 1/2 for the security proof. This choice
balances the signature-generation time against the requirement that the
rank threshold not affect the security proof.

In addition, to prevent a trivial forgery against the SUF-CMA (strong exis-
tential unforgeability against chosen-message attack) security that affects
the previous versions, the algorithm compares the two signature candi-
dates s and —s in lexicographic order and outputs the smaller one. In-
deed, given a valid signature s on a queried message, an adversary can
obtain another valid signature —s on the same message, thereby produc-
ing a fresh message-signature pair as a trivial forgery against SUF-CMA
security. Accordingly, the verification algorithm checks that the received
signature is the lexicographically smaller of s and —s.

e Parameters: To provide a more refined selection of parameter sets suited
to different implementation requirements, we provide two proposed param-
eter sets for each security level with (¢, £) = (127,3) and (¢, ¢) = (127, 10).
We retain the main parameter sets with (g, ¢) = (127, 3) from the second-
round specification and newly add those with (g, ¢) = (127,10). We select
q = 127 for its implementation efficiency; the parameter sets with ¢ = 3
are intended to provide balanced performance, whereas those with ¢ = 10
offer relatively small public keys. The remaining parameter sets from the
second-round specification are provided as additional parameters in the
appendix.

e Implementations: Following the optimization techniques in [AUH26],
we improve the QR-UOV implementations through algorithm-level opti-
mizations and SIMD-based acceleration using AVX2, thereby improving
overall performance.

e Security analysis against key recovery attacks: We added security
analyses of QR-UOV against recent key-recovery attacks, including the
wedge product attack [Ran26], the symmetric algebra attack [JPHT26],
and the truncated polynomial ring attack [FI26], and confirmed that the



proposed parameter sets maintain the claimed security levels against these
attacks.

Security analysis against timing attacks: The NIST status report
on the second-round candidates [NIS26] raised concerns about the cost
of protecting QR-UOV signature generation against timing side-channel
attacks. The signing procedure is not constant time specifically because
the number of iterations required to sample a salt for which the linear
system in the oil variables is solvable depends on the rank of the coefficient
matrix L. Since making the signature-generation time independent of
rank(L) would incur substantial performance overhead, we do not attempt
to conceal this timing dependence. Instead, we analyze the security impact
of leaking this rank information, and our analysis shows no reduction in the
estimated complexity of the known key-recovery attacks considered. We
also consider an implementation strategy in which the remaining secret-
dependent operations are executed in constant time, and evaluate and
compare its performance.



Changelog (Round 1 — Round 2)

We made the following major changes to our submission:

e Comprehensive algorithm specification and refined security proof:
In the first round, details on auxiliary functions such as seed expansion
functions Expandyk and Expandgc were not specified. In this version, the
specifications have been clarified to enhance the completeness of the algo-
rithm specification. Since some auxiliary functions use a pseudorandom
generator and rejection sampling, the security proof of QR-UOV has been
refined to incorporate the use of these functions.

e Implementations: The NIST’s status report on the first round addi-
tional signatures [NIS24] mentioned that the implementation of QR-UOV
can be further optimized. In response to this comment, we improve our
implementation from the first round version. Notably, our new implemen-
tations can significantly reduce the timing data from the original imple-
mentation.

e Security: The status report to the first round candidates expresses their
concerns about the security of the quotient ring (QR) structure of QR-
UOV [NIS24]. However, our proposed parameter sets from the first round
remain secure to this day, demonstrating the reliability of QR-UOV’s pa-
rameter selection. The security of QR-UOV is based on the hardness of
UOV and QR-MQ problems. The UOV problem is a well-known problem,
to which the security of other UOV variants is also reduced. We assume
the UOV problem without the QR structure used in QR-UOV. The QR-
MQ problem is an original assumption used in QR-UOV, and its hardness
must be the primary concern raised in the status report; however, we suffi-
ciently analyzed its security in the first round submission, and its security
has not been weakened since the first round. Also, we add comments on
some recently proposed attacks on UOV variants in the second round sub-
mission. In particular, we analyze the effect of the technique used in the
attack on SNOVA [[A24] on QR-UOV.

e Parameters: In the first round submission, we propose four parameters
for each security level. In this submission, we select one recommended
parameter set for each level based on its performance as follows:

I: (¢,v,m,£) = (127,156, 54, 3),
I (q,v,m,¢) = (127,228,78,3),
V: (¢g,v,m, ) = (127,306, 105, 3).



1 Introduction

1.1 History

Currently used public key cryptosystems such as RSA and ECC can be broken in
polynomial time using a quantum computer executing Shor’s algorithm [Sho99].
Thus, there has been growing interest in post-quantum cryptography (PQC),
which is secure against quantum computing attacks. Indeed, the U.S. National
Institute for Standards and Technology (NIST) has initiated a PQC standard-
ization project [NISJ.

Multivariate public key cryptography (MPKC), based on the difficulty of
solving a system of multivariate quadratic polynomial equations over a finite
field (the multivariate quadratic (MQ) problem), is regarded as a strong can-
didate for PQC. The MQ problem is NP-complete [GJ79] and is likely to be
secure in the post-quantum era.

The unbalanced oil and vinegar signature scheme (UOV) [KPG99], a multi-
variate signature scheme proposed by Kipnis et al. at EUROCRYPT 1999, has
withstood various types of attacks for over 20 years. UOV is a well-established
signature scheme owing to its short signature and fast execution time. Indeed,
a multilayer UOV variant Rainbow [DS05] was selected as a third-round finalist
in the NIST PQC project [NIS20]. However, an attack on Rainbow proposed by
Beullens in 2022 [Beu22| broke the security of third-round parameters; restoring
security against this attack would make the scheme inefficient. This has induced
a return of research focus from Rainbow to the original UOV. One drawback
of UOV is that the public key is much larger than those of other PQC candi-
dates, such as lattice-based signature schemes. Indeed, Rainbow, whose public
key size is close to that of the plain UOV, had the largest public key among
the third-round-finalist signature schemes, and NIST’s report [NIS20] stated
that Rainbow is unsuitable as a general-purpose signature scheme owing to this
problem.

One direction to solve the problem of UOV’s large public key size is to
utilize an algebraic structure. CRYSTALS-Dilithium [DKL™18] is a selected al-
gorithm in the NIST PQC project, and it is standardized as ML-DSA [FTP24].
It is based on the hardness of the module learning with errors ((M)LWE) prob-
lem [BGV14l[LS15]. Non-structural LWE [Reg09] is a well-studied hard problem
in cryptography, and the MLWE problem is its generalization using a module
comprising vectors over a ring. This suggests that improving non-structural
cryptographic schemes by investigating further algebraic theory is a natural di-
rection to realize compact schemes. We present QR-UOV following this direction
to develop a UOV variant with a small public key.

1.2 Core Ideas of QR-UOV

The core idea of QR-UOV is to impose quotient-ring structure on the blocks
of the UOV public-key matrices, thereby reducing the number of field elements
required to represent each block. The public key of QR-UOV is represented



by block matrices in which every component corresponds to an element of a
quotient ring. More precisely, we use an injective ring homomorphism from the
quotient ring Fy[z]/(f) to the matrix ring F{*¢, where f € Fg[a] is a polynomial
with deg f = £. The image @g of the homomorphism for g € Fy[z]/(f) is called
the polynomial matriz of g. From this homomorphism, we can compress the
? components in ®/ to ¢ elements of F, because the polynomial matrix ®/ is
determined by the £ coefficients of g. This can be considered as a generalization
of the block-anti-circulant UOV (BAC-UOV) presented at SAC 2019 [SP20],
which is the case for f = xf — 1. Utilizing the elements of a quotient ring in
block matrices is similar to the MLWE problem [BGV14l [LS15] because the
MLWE problem uses elements of a ring in vectors. Namely, the transition from
UOV to QR-UOV (including BAC-UOV) can be regarded as analogous to the
transition from LWE to MLWE. Therefore, as with the MLWE problem, this
type of research deserves more attention than passing notice.

QR-UOV requires the public key to be generated considering the symme-
try of the polynomial matrices (I>{;. In UOV, the public key P = (p1,-.-,Pm),
which comprises quadratic polynomials p;, is obtained by composing a central
map F = (f1,..., fm) and a linear map S, that is, P = F o S. Then, the cor-
responding matrices P, ..., P, of the public key P are given by P; = ST F;S,
where F1, ..., F,,, and S are matrices corresponding to F and S, respectively.
We cannot construct Py, ..., P, as block matrices whose components are poly-
nomial matrices <I>§ by naively choosing Fi, ..., F,, and S as block matrices of
<I>£ . This is because polynomial matrices <I>£ are generally unstable under the
transpose operation. To solve this problem, we introduce the concept of an ¢ x ¢
invertible matrix W such that W‘bg is symmetric for any g € F,[z]/(f); that
is, W@g is stable under the transpose operation. Furue et al. [FTKT21] showed
that there exists such a symmetric W for any quotient ring F,[z]/(f). Then,
from the equations

((bgl)T(Wq)gz)q)gl = (W(I)gl)Tq)gzq)gl = W(I)glngh’
we can embed the WiI"{; structure into public key matrices by choosing Fi, ..., F,,
as block matrices with W@g and S as a block matrix with <I>£ .

Moreover, we should consider how the choice of f affects the security of
QR-UOV. Indeed, Furue et al. [FKIT20] broke BAC-UOV by transforming its
anti-circulant matrices into diagonal concatenations of two smaller matrices.
This transformation is obtained from the decomposition z* —1 = (z —1)(z*~! +
-+-+1). Therefore, we investigate the relationship between the irreducibility of
the polynomial f used to generate the quotient ring F,[z]/(f) and the existence
of such a transformation for symmetric matrices W®/. As shown in [FIKT21], if
fisirreducible (i.e., Fy[z]/(f) is a field), then there is no such transformation for
matrices W@{;, indicating that such an f is resistant to Furue et al.’s structural
attack [FKIT20].



1.3 Purpose and Scope

In this document, we present a multivariate polynomial based digital signature
scheme QR-UOV. The purpose and scope of this document are as follows:

o We specify the QR-UOV algorithms and parameter sets targeting NIST
security levels I, ITI, and V.

e We establish a security reduction to the underlying hardness assumptions
in the quantum random oracle model (QROM).

e We provide a comprehensive concrete security analysis of the underlying
hardness assumptions against state-of-the-art cryptanalytic techniques.

e We provide reference and optimized implementations, and evaluate their
performance.

Organization The rest of this document is organized as follows. Section
prepares some notations. Section [3| gives preliminaries on describing QR-UOV.
Section [] describes the algorithm specification of QR-UOV. Section [§] provides
the performance analysis. Section [0] gives our security statements. Section [7]
analyzes concrete attacks on QR-UOV. Section [§] discusses the advantages and
limitations of QR-UOV.

Acknowledgements We are grateful for help from Makoto Yanagisawa and
Atsuhito Nakase. We also acknowledge Noriki Mo for pointing out inconsisten-
cies between the spec and implementation. We are grateful to Shuhei Naka-
mura for his useful technical comments. We thank Masahiro Mizukami, Sari
Handa, Maki Adachi, Tomoyuki Okazaki, Ayumi Ito, and Tetsutaro Kobayashi
for implementing timing-attack-resilient prototypes. We also thank Masashi
Mizukane, Takashi Yamashita, and Shin-ichiro Nishiya for improving the Arm
Cortex-M4 implementations.



2 Notations and Parameters

This section describes the notations and parameters used in this document. We
also define more specific basic methods used later in the document.

bit one of the two symbols ‘0’ or ‘1.

bit string an ordered sequence of bits.

byte a bit string of length 8.

byte string an ordered sequence of bytes.

(al| b) the concatenation of two given vectors a and b.

0, the a-dimensional zero vector over finite fields.

F, finite field with ¢ elements for a prime power q.

B the set {0,...,255} of integers represented by a byte.

[z] the smallest integer greater than or equal to a given
real number z.

|z| the largest integer less than or equal to a given real
number z.

[n] the set {1,...,n} for a given positive integer n.

a A a € A is chosen uniformly at random from A.

Integer ToBits(z, a) computes a base-2 representation of x mod 2 using

big-endian order, ensuring the output is an a-bit string.

IntegerToBytes(z, ) computes a base-256 representation of x mod 256
using big-endian order, ensuring the output is an
a-byte string.

BitsTolnteger(z, «) computes an integer value from the a-bit string x using
big-endian order.

BytesTolnteger(r) computes an integer value from r € B.

BytesToBits(x) converts a byte string x to a bit string using big-endian
order.

Trunc;(x) returns the leftmost [ bytes of a byte string x.

We introduce the parameters used in the specification of QR-UOV.
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>z =3

sk_seed_len
pk_seed_len
-

A

number of elements of the finite field.

degree of the polynomial defining the quotient ring.

number of vinegar variables, set to be a multiple of .

number of oil variables (equals the number of equations), set to
be a multiple of /.

number of variables: n = v + m.

V =uv/t.
M =m/t.
N=V+M.

security parameter.

length of private key seed (in bits).

length of public key seed (in bits).

length of random byte string input for rejection sampling, which
takes three possible values depending on its specific usage.
nonnegative integer specifying the minimum acceptable rank

m — A of the coefficient matrix L in signature generation.

Here, we also give some notations for representation matrices of elements of
a quotient ring described in Subsection [3.2

ff
®g

Ay
1%

WAy
a,b
‘Af

w (@)

an irreducible polynomial in F,[z] with degree ¢.

an £ x { matrix over F, corresponding to g € Fy[z]/(f) defined
by equation in Subsection

a set {@g € IF‘XZ | g € Fglal/ (D]

an ¢ x ¢ matrix over F, such that WX is symmetric for any
X e .Af.

aset {WX e FI*4 | X € Af}.

the set of af x bl block matrices whose blocks are elements

of Ay.

the af x af block diagonal matrix concatenating W diagonally
a times.

11



3 Preliminaries

Since QR-UOV is an extension of plain UOV, we first review the construction
of plain UOV in Subsection to facilitate a description of QR-UOV in Sec-
tion[d] Furthermore, as a preliminary step for the construction of QR-UOV, we
introduce matrices representing elements of a quotient ring in Subsection

3.1 Basic Description of UOV used for QR-UOV

This subsection describes the structure of the unbalanced oil and vinegar sig-
nature scheme (UOV) [KPG99]. For variables x = (z1,...,x,) over F,, we call
X1, .., Ty vinegar variables and Ty41, ..., T, oil variables.

We first recall the key generation of UOV as follows: We design F =
(i, fm) 1 Ty — T, called a central map, such that each fy, with k € [m] is
a quadratic polynomial of the form

fe(@1,. o mn) = ZZag?mixj, (1)

i=1 j=i

where ag’];) € ;. Next, we choose a random invertible linear map S : Fy — Fy to

hide the structure of F. The public key map P is then provided as a polynomial
map,

P=FoS:F; —=F/, (2)
and the private key comprises F and S. Here, we omit linear and constant
terms of F and constant terms of S for simplicity.

Next, we describe the inversion of the central map F. When we try to find
x € Ty satisfying F(x) = t for a given t € F}", we first choose random values
Y1, .-, Yo in Fy as the values of the vinegar variables. We can then easily obtain
a solution for the equation F(y1,...,Yu,Tv+1,---5 Tn) = t, because this is a
linear system of m equations in n — v oil variables from the construction of the
central map . If there is no solution to this equation, we choose new random
values ¥}, ...,y,, and repeat the above procedure.

By using this inversion approach, the signature is generated as follows: Given
a message t € )" to be signed, find a solution y to the equation F(x) =t, and
this gives a signature s = S~1(y) € [y for the message t. The verification is
performed by confirming whether P(s) = t.

Finally, we introduce matrices representing the public and private keys of
UOV. For each polynomial p; of the public key map P, there exists an n X n
matrix P; such that p;(x) = x" - P; - x. We call the matrices Pi,..., P, the
public key matrices. Similarly, an n X n matrix F; can be taken for each f;
with ¢ € [m], and an n x n matrix S is defined to satisfy S(x) = S -x. In
general, these matrices P; and F; are taken as symmetric matrices if ¢ is odd,
and are taken as upper triangular matrices if g is even. For these representation
matrices, based on equation , F; has the following form

*uxv  Fuxm . (3)
*mxv Omxm

12



Furthermore, from P = F o S, we have

Pi=STFS (ic[m)]).

3.2 Matrix Representation of Quotient Ring Elements

We introduce polynomial matrices representing elements of a quotient ring.
These matrices are utilized for the construction of QR-UOV in Section [4

Let £ be a positive integer and f € F,[z] with deg f = ¢. For any element g
of the quotient ring Fy[z]/(f), we can uniquely define an ¢ x £ matrix ®/ over
I, such that

(1 x e xe_l) <I>glc = (g xg --- mf_lg). (4)
From this equation, we have
e .
Pl =30 (8], 0 (el
i=1
and (@g)ij is the coefficient of z'~! in #771g. We call the matrix ®J the

polynomial matriz of g. The following lemma can be easily derived from this
definition:

Lemma 1. For any g1, g2 € Fq[z]/(f), we have

f F —&f F o — @f
(I)gl + q)gz - (DglJrgz’ (I).(h CI)92 - (I)glgz'

That is, the map g — <I>£ is an injective ring homomorphism from Fylz]/(f) to
the matriz ring IFf;XZ.

We let the algebra of the matrices Ay := {®J € F{** | g € Fylz]/(f)}. This
is a subalgebra in the matrix algebra nge from Lemma Every £x £ polynomial
matrix CID_g; in Ay can be represented by only ¢ elements in [y, because <I>£ is
determined by the ¢ coefficients of g € Fylz]/(f). QR-UOV compresses the
public key size of UOV by utilizing this property of <I>£.

For the construction of QR-UOV, we also introduce the concept of a matrix
W e ngg such that W@g is stable under the transpose operation. Note that
any matrix in WAy .= {WX € ]nge | X € Af} can also be represented by only
¢ elements in F,;. The following theorem shows that there exists an invertible
matrix W for any f.

Theorem 1 (Theorem 1 in [FIKT21]). Let f € Fylz] with deg f = £. Then,
there exists an invertible matriz W € nge such that WX is a symmetric matriz
for any X € Ay.

In the proof of Theorem 1 in [FIKT2I], the authors propose a way of con-
structing W satisfying the condition from a nonzero linear map ¢ : F,[z]/(f) —
FF, such that the ij-component of W is equal to ¢(z+7~2).

For Ay and positive integers N, we define the set A}V’N of block matrices in

FENXEN whose blocks are elements of Ay.

13



Example 1. For f = 23 — 3z — 1 in F7[z], we can take one element of A?’Q as
follows

2 0 2 0 01
226 1 0 3
022010
32 5 3 6 5
5 2 3 5 00
2 5 2 6 5 0

Every 3 x 3 block of this matrix can be represented as an element of F,[z]/(f),
that is, this matrix can be represented as a 2 x 2 matrix over F,[z]/(f)

24 2x x
34524222 3+4+5x+622)°

We construct QR-UOV using Ay with an irreducible f and the extension
field Fye ~ Fy[x]/(f). See Subsection for the rationale behind using an
irreducible polynomial f in QR-UOV.

14



4 Algorithm Specification

This section defines the algorithms for functions composing QR-UOV. First, we
present the algorithms of key generation, signature generation, and signature
verification in Subsections [I.1] 2] and [£.3] Subsection [£.4] specifies the rep-
resentations of the public key, private key, and signature, and Subsection [4.5
presents the proposed parameter sets. Subsection defines the auxiliary func-
tions used in the main algorithms, while Subsections [£.7] and describe the
generation of pseudorandom finite field elements and the pseudorandom gen-
erator, respectively. Subsection [£.] specifies the randomness used in signature
generation. Finally, Subsection[£:10] provides remarks on the basic linear-algebra
operations required by the scheme.

4.1 Key Generation

The algorithm KeyGen (Algorithm outputs a public key pk and a private
key sk. We first recall some notations and give a naive way of generating the
public and private keys of QR-UOV. We then provide a strategy to reduce the
public/private key sizes by restricting the private key to a compact form and
storing expandable data as a seed within the keys. It should be noted that
not all data of the public key can be stored as a seed. Finally, we explain a
method of representing the extended public and private keys by matrices over
the extension field F .

Algorithm 1 KeyGen()

Output: public key pk € {0, 1}Pk-seed-len » (Fé\fXM) and private key sk €
{O7 1}skjeed,len

1. seedg & {0, 1}sk-seed-len
2: (5, seedpi) — Expandg, (seedsy) S ]F(‘I/;XM
3: for ¢ from 1 to m do
4: (-Pi,la .Pi’Q) — Expandpk(seedpk7 Z)

> P € IF}I/;XV (symmetric), P, o € ]F;/;XM
5: PLg — _5/7]52,715'/ + pz—,l—le + S/T.PZ"2 > Pi’;:; € F(JI\?XM
6: end for

7: return (pk,sk) = ((seedpk, {P; 3} ic[m)) > Seedsk)

We begin with the notation and naive key generation of QR-UOV. As men-
tioned in Section [2] let v be the number of vinegar variables, m be the number
of oil variables which is equal to the number of quadratic polynomials, and
n = v+ m. We set v, m, and n as multiples of the parameter ¢, namely
v=4L-V,m=4{-M,and n = {-N. The public and private keys of QR-UOV are
represented by elements of A}V’N and W(N)A;V’N = {W(N) XX e A;V’N}
(see the definitions in Section . Note that we use an irreducible polynomial

15



as f of Ay from a security perspective stated in Subsection @
We give a naive way of generating the public and private keys of QR-UOV.

1. Choose F; (i € [m]) from W(N)A}V’N as a symmetric matrix with the
lower-right m x m zero-block as in .

2. Choose an invertible matrix S from A;V’N randomly.
3. Compute the public key matrices P; = STF;S (i € [m]).

Then, P; (i € [m]) representing the public key map are elements of WV )A;V’N
from the following proposition:

Proposition 1 (Proposition 1 in [FIKT21]). For X € A}V’N andY € W(N)A}V’N,
we have
XY X e WM AP,

Next, we present the key generation adopted in this specification, which
can reduce the public/private key sizes. We apply a method restricting S to a
specific compact form, which was first proposed by Czypek et al. [CHT12]. For
P, (i € [m]) and F; (i € [m]), we define submatrices as follows:

(P11 Py
n= (5 52

(F1 Fip
= <FzT2 0me> ’

where P;; and Fj; are symmetric v X v matrices, P;o and F;» are v X m
matrices, and P, 3 is a symmetric m x m matrix. We then restrict S to the

following compact form
s ¥ (5)
- 0m><v Im ’

where S’ is a v x m matrix. Then, from P; = STF;S (i € [m]), we obtain

Fi1 = P,
F,o = —Pi15 + P, (6)
Opxm = S Pi1S — PLS — 8 P+ P

Therefore, we can compute
Pig=-5"P.S +PLS +5" Po.

Then, we can take P;; and P;» by expanding seeds and compress the public
key into m x m matrices P; 3 (¢ € [m]) and the public seed seedyk of length
pk_seed_len bits for P; 1, P;2 (i € [m]). Similarly, we compress the private key
into the private seed seedgy of length sk_seed_len bits for S”. Algorithm [T]uses two
functions Expand,, and Expand, given in Subsection to expand the public
and private keys from the seeds.
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Finally, we explain the method of transforming matrices into the extension
field F e since Algorithm [I| computes matrix operations over IF . for efficiency.
This method is called the pull-back method [FIKT21]. Since the public key

matrices P with k € [m] are elements of W& )A}V’N, we can take ¢ matrices
P,go), . ,]5,5[71) € FéVXN satisfying
-1 4
Po=> (P owel),
i=0

where @ denotes the tensor product and, for A = (a;;);; € F;"*" and B =
(bij)ij € Fy*®, we have

al,lB al,nB
A®Q B = EIF;nTan.

G,m)lB e ammB

We then can define an N x N matrix Py over Fy[z]/(f) = F as follows:
-1
pk = Z Z,zp]gl)'
i=0

In the same way, we can construct Fi, ..., F,, and S over [F e corresponding to
Fy, ..., F, and S as follows:

-1 -1
Fe=Y (R ewel) = A=Y a'F,
Zizlo -1 =
s=Y (sVeal) = §=3 4’50,
i=0 1=0

It follows from P, = ST F},S that P, = ST F},S, and I, has the form as in .
Furthermore, we define a function ¢ corresponding to the transformation from
matrices over F . to block matrices of elements in Ay as follows:

g1 0 g1 (I)gm e (I)gl,b
¢1]FZeXb9 : S s : : EA‘;’b.
Gai "t Gab o) 9

For each k € [m], we then have

o(P) = (W) P a(R) = (W) R 6(8) =5
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4.2 Signature Generation

The algorithm Sign (Algorithm [2)) takes a message M and a private key sk
as input. A single invocation either outputs a signature o € {0,1}* x Fy or
returns the distinguished failure symbol L. The procedure primarily follows the
standard signature generation of the plain UOV: Invert the central map F by
fixing v values of the vinegar variables, and then multiply S~ in the form of

L (I, -9
S o < OmX’U Im ’

from equation (). We add a modification for the EUF-CMA (existential un-
forgeability against chosen-message attack) security proof proposed by Saku-
moto et al. [SSHII].

Algorithm 2 Sign(M, sk)
Input: message M € B* and private key sk € {0, 1}sk-seed-len
Output: signature o € ({0,1}* x F?') U {1}

1: segdsk <« sk

2: (57, seedpi) +— Expandy, (seedsy)

3y =W, Y) ! & Fy

4: for 7 from 1 to m do

51 (Py1,Pi2) < Expand, (seedpy, i)

6 L —26(5) W (Pia)y +2W Mg (B, y >L; € F™
7 U; < yTW(V)d) (PiJ) y > u; € ]Fq
8: end for

9: L < (Ly,...,Ly) " > L e Fp>m

10: if rank(L) < m — A then
11: return L

12: end if

13: w4 (Ugy. ..Uy,
14: p < SHAKE256(seedp || BytesToBits(M), 512)

15: repeat

6. p& {0,131

17: t < Hash(u, p) >t el
18: until Lx = t — u has solutions for x.

19: Choose one solution (Yy11,...,4n)" € Fg" of Lx =t — u randomly.

20: S < (ylv e Yus Yot - 7yn)T - (QS (S/) : (y1)+1, R ayn)T H Om) >sc FZ
21: if —s is lexicographically smaller than s then

22: S < —S

23: end if

24: return o = (p,s)

)" >uel’

We describe the inversion of the central map F in the signature generation
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of QR-UOV. We first choose values for the vinegar variables y1,...,y, € F,
randomly. We then choose A-bit random salt p and compute t € Fy" by applying
Hash on the input concatenating a bit string p and the salt p, namely t :=
Hash(u, p), where p is a hash value of the public seed seedp and the message
M. If the linear system in the oil variables x,11,..., Ty,

f(y17"'7yv7xv+17"'uxn>:t7 (7)

has at least one solution, then we obtain the signature by applying S™' to
(Y1, -+ s Yus Yoty - - - s Yn ), Where (Yy11,--.,¥Yn) is a randomly chosen solution of
equation . If equation (7)) has no solution, then we choose a new salt p and
update t until equation has at least one solution. Note that Algorithm
performs some operation over extension fields as in Algorithm [1| and uses the
function ¢ defined in Subsection In particular, in line 6, L;, which cor-
responds to the i-th row of a matrix representing the linear equation , is
computed as follows:

L= (-25'"Pi1 +2P,)y
—26(5") WWV¢ (By)y +2W Mg (P, y,

since (W(V)cz) (]51-72))T =Wy (RTQ) due to the symmetry of W<I>£.

The main difference from the signature generation of the plain UOV is that if
equation has no solution, then it chooses a new random salt instead of select-
ing new values for the vinegar variables. By doing so, when the rank restriction
and canonicalization are omitted, the signature s satisfying P(s) = Hash(p, p) is
uniformly distributed over Fy, and this fact enables us to prove the EUF-CMA
security of the underlying signing procedure. We show in Subsection that
the proof remains valid even after introducing both the rank restriction and
canonicalization.

We make two further modifications to the signature-generation procedure.
First, we restrict the coefficient matrix L to satisfy rank(L) > m — A. This
restriction keeps the number of loop iterations required for signature generation
relatively small, except with negligible probability, and thus prevents the loop
from becoming a performance bottleneck.

Second, we canonicalize the signature by comparing the two signature can-
didates s and —s in lexicographic order and outputting the smaller one. For
two distinct vectors a = (ai,...,a,)" and b = (by,...,b,)" in Fy, we say
that a is lexicographically smaller than b if a; < b; for the smallest index j
such that a; # b;, where the elements of F, are identified with the integers in
{0,...,¢ — 1}. This canonicalization prevents an adversary from deriving the
distinct signature —s from a valid signature s for the same message, thereby
preventing this trivial violation of SUF-CMA security.

4.3 Signature Verification

The algorithm Verify (Algorithm [3]) takes a message M, a public key pk, and a
signature ¢ as input and outputs accept or reject. The procedure follows that
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of the plain UOV. For an overview, the signature is verified as:
e Compute t = Hash(y, p), where p is a hash value of seedy, and M.

e Compute t’ € " by substituting the signature s € Fy into the public key
map P, namely t' = P(s).

e If t =t/ holds, the signature o is accepted, otherwise it is rejected.

Algorithm 3 Verify(M, pk, o)
Input: message M € B*, public key pk € {0, l}pk*seed*'e“ X (FQZXM) /, and

signature o € ({0, 1}* x F) U {L}
Output: accept or reject
1: if 0 = 1 then
2 return reject
3: end if
4: (seedpk, {Pi,?)}ie[m]) + pk
5. (p,s) 0o
6
7
8
9

. if —s is lexicographically smaller than s then
: return reject
: end if
: for i from 1 to m do
10: (]52'71, ]5@72) — Expandpk(seedpk,i)
P4 Pi,2>

11: Pi<—W(N)¢< -

Pl Pis P =¥

12: end for

13: p < SHAKE256(seed || Bytes ToBits(M), 512)

14: t < Hash(y, p)

15t/ + (s Pys, ... ,sTPms)T >t e Ty
16: return accept if t = t’ and reject otherwise.

4.4 Representation of Keys and Signature

As a preliminary step, we introduce the representation of polynomial matrices
of the quotient ring. Recall that the block size of the representation matrices
¢ and an irreducible polynomial f € F,[z] with degf = ¢ are fixed. Each
g € Fylx]/(f) has £ coefficients, allowing it to be represented as a concatenation
of / finite field elements, requiring [log, ¢] - £ bits in total. Since ®] is derived
from g, it can also be represented in the same manner.

Then, we describe the representations of the public and private keys and the
signature.

e The public key pk is a concatenation of byte strings representing seed,
and P; 3 (i € [m]). The seedy is stored as a byte string. For P, 3, each
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block matrix Wq)g in P, 5 is represented by a polynomial g with [log, q] ¢
bits. Since each P; 3 is a symmetric matrix, only the upper triangular part
needs to be stored. Therefore, each F; 3 is represented as a bit string of

length ([logy q] - £) - m(;}j 9 and P, 5 for all i € [m] are stored as a byte

string converted from the concatenation of these bit strings.

e The private key sk is the byte string representing seeds.

e The signature o is a concatenation of byte strings representing p and s.
The salt p is simply stored as a byte string and s is stored as a byte string
that is converted from a bit string of length [log, ¢] - n representing n
finite field elements in Fj,.

In the verification algorithm, invalid signatures can be rejected by checking
whether they contain a [log, ¢]-bit string representing g.

4.5 Parameter Sets

This subsection specifies the proposed QR-UOV parameter sets and summa-
rizes the rationale and validation for each parameter. These parameter sets
are proposed in accordance with security levels I, II1, and V of the NIST PQC
project [NIS22]. Accordingly, we set the security parameter A as 128, 192, and
256 for the security levels I, III, and V, respectively. Table [I] lists the main
parameter sets, Tables 2] and [3] provide the corresponding auxiliary parameters,
and Table [d] reports the resulting public-key, private-key, and signature sizes.

Base field. For all parameter sets, we choose ¢ = 127 for its implementation
efficiency. The reason that we do not use a finite field of even characteristic is as
follows: If ¢ is even, in a polynomial obtained as x| Ax where A € W& ) AN
the coeflicients corresponding to the non-diagonal components of every diagonal
block are zero owing to the symmetry of W®.

Polynomial degree and system dimension. We provide two choices of ¢
for each security level: ¢ = 3, which is chosen as the balanced parameter set,
and ¢ = 10, which is chosen as the small-public-key parameter set. For each
choice of ¢, the parameters v and m are selected to be as small as possible
while achieving the target security level. Once (v,m,{) is fixed, the remaining
dimensions (n,V, M, N) are derived.

Seed lengths. The seed lengths are set to sk_seed_len = 256 and pk_seed_len =
128 for each security level. The private-seed length is chosen to support the
highest security level, while the shorter public-seed length is chosen to reduce
the public-key overhead.
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Table 1: Main parameters for security level I, III, and V

SL| q¢ | w m | € |skseed_len |pk_seed_len
I 127 156 54 3 256 128
127 540 60 10 256 128
I 127 228 78 3 256 128
127 820 90 10 256 128
v 127 306 105 3 256 128
127 1040 110 10 256 128
Table 2: Part 1 of auxiliary parameters
SL \ (q,v,m, ) \ n \ N \ \% \ M \ Ty \ Tha \ Tin \ A
1 (127,156, 54, 3) 210 | 70 | 52 | 18 | 4267 | 2916 | 82 2
(127,540,60,10) | 600 | 60 | 54 6 |15135| 3357 | 89 2
I (127,228,78,3) | 306 | 102 | 76 | 26 | 9020 | 6123 | 120 | 2
(127,820,90,10) | 910 | 91 | 82 | 9 |34603| 7600 | 134 | 2
v (127,306,105,3) | 411 | 137 | 102 | 35 | 16144 | 11018 | 162 | 2
(127,1040,110,10) | 1150 | 115 | 104 | 11 |55473|11760| 168 | 2

Table 3: Part 2 of auxiliary parameters

(9,0) f W
. J
3 1
(127,3) x°—x—1 < Jg)
J
10 _ 3 _ 3
(127,10) | 210 —22%—1 < J7)

Table 4: The public key, private key, and signature sizes in bytes

public key private key signature

SL (g,v,m, £) (bytes) (bytes) (bytes)
I (127,156, 54, 3) 24,256 32 200
(127,540, 60, 10) 11,041 32 541
I (127,228, 78, 3) 71,884 32 292
(127, 820,90, 10) 35,454 32 821
v (127,306,105, 3) 173,660 32 392

(127,1040, 110, 10) 63,541 32 1,039
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Input byte lengths for rejection sampling. The values 7,,, Tn,, and 7,
specify the numbers of pseudorandom bytes generated as input to the cor-
responding rejection-sampling procedures. They are chosen as the minimum
lengths that bound the respective failure probabilities by 27*. Their derivation
is given in Subsection

Rank threshold. For the rank-restriction parameter A, we set A = 2 for all
parameter sets. Modeling L as a uniformly random matrix gives Pr[rank(L) <
m—2] < 276288, Theorem stated later in the security proof in Subsection
gives the EUF-CMA security bound and makes explicit the effect of the rank
restriction on the reduction. We therefore discuss this parameter choice and its
heuristic basis in detail immediately after the theorem.

Polynomial matrices and their symmetrization. The polynomial f used
to define Ay is chosen to be irreducible. The matrix W, for which WX is
symmetric for every X € Ay, is constructed using anti-identity matrices J;.

Here, J; denotes the anti-identity matrix of size i (e.g. Jo = ((1) (1)> ).

Key and signature sizes. Here, we give the sizes of the public key, private
key, and signature for the parameter sets. These sizes are determined as follows:

. A m?2 (m+£) .
e public key: ([log, q] - =5, + pk_seed_len ) bits
e private key: sk_seed_len bits
e signature: ([log, q] - n + A) bits

Therefore, the sizes of public/private keys and signature are computed as shown
in Table [

4.6 Auxiliary Functions

We introduce the following auxiliary functions. Note that these functions use
RejSamp (Algorithm, which converts a byte string into a vector over F,, and
RejSampPRG (Algorithm , which generates a pseudorandom vector over I
from a seed shown in Subsection

Expand,, (Algorithm expands the private seed seed to a pair (S, seedp ),
where S’ € ]F;/KXM. Using RejSampPRG, (v, ...,v,,) € Fy? with ng := (VM is
expanded from seedg,. Then, ExpandMatrixVxM given in Algorithm [5| converts
(v1,...,vp,) to S’. Note that ExpandFql given in Algorithm |§| converts an ele-
ment of ]Ff; to one of F .. We sample the matrix in row-major order and sample
each polynomial in F,[x]/(f) = Fy in reverse degree order from the constant

term to the coefficient of z¢~1.
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Algorithm 4 Expandg(seedsk)

Input: private seed seedgy € {0, 1}sk-seed-len
Output matrix S’ € (F)V*M and public seed seedpy € {0, 1}Pk-seed-len
= (VM
(vl, ..., Up,) < RejSampPRG(seedy, 1, 7,, n2) > Thy, = TgA(N2)
S’ + ExpandMatrixVxM(vy, . . ., vp,)
seedpk < PRGgk(seedsk, 2, pk_seed._len)
return (S, seedyy)

Algorithm 5 ExpandMatrixVxM(v1, ..., Un,) | ny = ev s

Input: vector (vi,...,vn,) € Fy?
Output: matrix A € (F )V *M

1 k+1

2: for 7 from 1 to V do

3:  for j from 1 to M do

4: A; j < ExpandFql(vg, ..., vkt+e-1)

5: k+k+/¢

6 end for

7: end for

8 return A

Algorithm 6 ExpandFgl(vy,...,vs)
Input: vector (vi,...,v) € Fg
Output: polynomial g € FF

¢ -
g« Y vl
2: return g

Expand,;, (Algorithm. expands the public seed seedp to { P, 1}ieim {PZ 2 }ie[m]
where P, | is a symmetric matrix in FY,*V and P, 2 € FY XM To enable the pub-
lic seed expansion to be executed in parallel, 1nstead of generating all matrices
at once, we define the function Expandyk as a function that produces P; 1 and

P; 5 for a given counter 7. Additionally, P;; and PZ o are separately generated
within the function to allow further parallel processing. Using RejSampPRG,
(v1,. .y vn,) € Fpt with ng = LV(V +1)/2 and (vy,...,v,,) € Fy? with
ng := VM are expanded from seedpk. Then, ExpandSymmetrlcl\/IatrlexV given
in Algomthmland ExpandMatrixVxM convert these two vectors to R 1 and PZ 2,
respectively. For each matrix, we sample in row-major order and sample each
polynomial in Fy[z]/(f) = F, in reverse degree order. Note that for P;; we
sample only the upper-triangular elements due to the symmetry.
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Algorithm 7 Expand,(seedpy, 7)

Input: public seed seedp € {0, 1}P<-*°¢4-*" and counter i € [m]

Output: matrices (P 1, P;2) € (Fye)V >V x (Fpe)V*M

P 5 < ExpandMatrixVxM(vy, ..., vy, )

1:ng = V(V+1)/2

2: (V1,...,0p,) < RejSampPRG(seedyk, 20 — 1,7y, ,11) > Tpy, = Tga(n1)
3: P; 1 + ExpandSymmetricMatrixVxV(vy, ..., vp, )

4: ny = VM

5 (v],...,v,,) < RejSampPRG(seedy, 24, 7y, , n2) > Thy, = TgA(N2)
6:

7

return (P;1, P, )

Algorithm 8 ExpandSymmetricMatrixVxV(vy, ..., vn,) | n, i= ev(v41)/2

Input: vector (vi,...,vn,) € Fy?
Output: symmetric matrix A € (F )"V
1: k+1
2: for i from 1 to V do
3 for j from 1 to V do
4 if j <7 then
5 Ai,j — Aj,z'
6: else
7 A, ; < ExpandFql(vg, ..., vkye—1)
8 kE<—k+¢
9 end if
10:  end for
11: end for

12: return A

Hash (Algorithm (9) computes the hash value t € F}" of the message repre-
sentative p and the salt p using SHAKE256, where the output of SHAKE256 is

converted to an element of Fy* by RejSamp.

Algorithm 9 Hash(y, p)

Input: message u € B% and salt p € {0,1}*
Output: hash value t € F"

1 (r1,...,7s5,) < SHAKE256(BytesToBits(u)||p, 87m) > 15 € B, 7y, = T4 2(M)

2: t < RejSamp((r1,..., 77, ), Tm, M)
3: return t
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4.7 Generation of Pseudorandom Finite Field Elements

Elements over F, are sampled within auxiliary functions shown in Subsec-
tion [£:6] A pseudorandom byte string is generated to obtain these elements.
From each byte, [log, ¢q] bits are extracted to retrieve a value in the range
[0,2M1°8291) " In the range of [0,21°8241) ¢ is the only number that does not
belong to Fy, since ¢ is chosen to be a Mersenne prime in this specification.
Therefore, when ¢ is obtained from the sequence of pseudorandom numbers, ¢
should be skipped and not chosen. To obtain a vector of length n’, the first
n’ masked values are used as the initial output positions. Each occurrence of g
among these positions is replaced, from left to right, by the next value different
from ¢ among the remaining masked values. If there are not enough such values
to fill all these positions, rejection sampling is said to fail.

The above procedure is called rejection sampling. Algorithm [I0] shows the
algorithm RejSamp to obtain a vector over F, from a byte string B”, while
RejSampPRG given in Algorithm [11] generates a pseudorandom byte string us-
ing a pseudorandom generator PRG (see Subsection and converts the byte
string into a vector over F, using RejSamp. For private key expansion, PRG
is instantiated as PRGg, and for public key expansion, as PRGgk. Here, the
value of 7 = 7, 5(n’) represents the number of random selections from the set
{0,..., 2Mogz al _ 1} required to generate n’ random elements over F, with prob-
ability at least 1 — 27>, It is derived by

Tga(n') := min {t e N| P(n/,t,q/2M°e2191) < 24‘} .

P(n/,t,p) is the cumulative binomial distribution,

n'—1

A .
P(n',t,p) =) <i>p”(1 —p) =T (t—n 1,0,

i=0

which denotes the probability of less than n’ successes in ¢ independent Bernoulli
trials of success probability p. I,(a,b) is called the regularized incomplete beta
function, which is suitable for numerical evaluation.
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Algorithm 10 RejSamp((r1,...,77), 7,7 )|+ .= 7, \(n")

/

Input: byte string (r1,...,7,) € B7, byte length 7, and vector length n
Output: vector (vy,...,v,) € FZI
: for j from 1 to 7 do
vj < BytesTolnteger(r;) mod (¢ + 1)
end for
k+n'+1
while £k < 7+ 1 and v, = ¢ do
k+—k+1
end while
for 7 from 1 to n’ do
if v; = ¢ then
if k<741 then
vj v, ke k+1
while £ < 7+ 1 and vy = g do
k+—k+1
end while
else
16: v <0
17: end if
18:  end if
19: end for
20: return (vy,...,v,) > regard integer in {0,...,¢ — 1} as element of F,.

e e e
AN A v

Algorithm 11 RejSampPRG(seed, i, 7,n’)
Input: seed seed, counter i, byte length 7, and vector length n
Output: vector (vy,...,v,/) € FZILI

1 (r1,...,7rs) < PRG(seed, 1, 87)

2: (v1,...,0n) < RejSamp((ry,...,77),7,n)

3: return (vy,...,0,).

/
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4.8 Pseudorandom Generator

Let PRG be a pseudorandom generator that takes as input a seed seed, a
counter ¢, and an output bit length 8k, and outputs a k-byte string. We
introduce two PRG instances, denoted PRGgy for private key expansion and
PRGp for public key expansion. For each security level, PRGy is instanti-
ated with SHAKE256 [FIP15] and PRGyy with either SHAKE128 [FIP15] or
AES128 [FIPO1].

Private key expansion. PRGg(seed,i,8k) outputs out € B¥ computed as

out + SHAKE256(seed||IntegerToBits(i — 1,16), 8k).

Public key expansion. PRGg is instantiated as one of the following options.
o SHAKE option. PRGy(seed, i, 8k) outputs out € B¥ computed as

out <~ SHAKE128(seed||IntegerToBits(i — 1,16), 8k).

e AES option. PRGy(seed, i, 8k) outputs out € B¥ computed as follows:

1. b <+ NULL

2. for j from 1 to [k/16]:
x < IntegerToBits(i — 1, 64)||IntegerToBits(j — 1, 64)
b < b||AES128(seed, x)

3. out + Truncg(b)

4.9 Randomness in Signature Generation

During the execution of Sign (Algorithm , values obtained either by random
selection or by pseudorandom generation are used to choose the vinegar vari-
ables, to generate the salt, and, when the corresponding linear system has more
than one solution, to select a solution. This section specifies constraints on the
randomness and formats of such values.

Constraints on randomly selected values. When values used in Sign are
randomly selected, they shall be sampled from the distributions specified for
their respective purposes. Any statistical deviation from the specified distribu-
tion shall be negligible with respect to the claimed security level. For sampling
elements of Iy, rejection sampling, as described in or an equivalent method
may be used.
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Constraints on pseudorandom values. When values used in Sign are pseu-
dorandomly generated, they shall be generated by a pseudorandom process
whose outputs are computationally indistinguishable, within the claimed se-
curity level, from independently sampled values drawn from the distributions
specified for the respective purposes.

If the same seed is used to generate values for more than one purpose, each
invocation shall include a distinct, unambiguously encoded domain-separation
input that identifies the purpose for which the values are generated.

Format of random values for each purpose. The random or pseudo-
random values used in Sign shall have the following forms, according to their
purpose. Each value shall be uniformly sampled or generated in accordance
with the requirements specified above.

e Vinegar variables (line 3 of Sign): The randomness for the vinegar
variables shall be interpreted as a vector in Fy, where v is the number of
vinegar variables. Each component of this vector is used as one vinegar

variable.

e Salt (line 16 of Sign): The salt shall be a A-bit string. A separate salt
value shall be used for each signing attempt until a valid solution is found.

e Sampling of a solution (line 19 of Sign)
Randomness for solution sampling is used only when the corresponding
linear system has more than one solution. If the solution is represented
using d free variables, then the random value for this purpose shall be a
vector of Fg. The components of this vector shall be assigned to the free
variables, and the remaining variables shall be determined by the linear
system.

4.10 Note on Basic Linear Algebra

Like other UOV schemes, QR-UOV also requires solving a system of linear
equations to generate a signature. A tremendous amount of research exists
on algorithms for solving linear equations, including well-known constant-time
implementations [CKY21,[BCH'23|. Although we did not use such an algorithm
in our reference implementation, it should be employed for critical applications.
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5 Performance Analysis

This section is informative. Performance results characterize the specified im-
plementations and platforms; they do not define conformance requirements or
side-channel-security claims.

Tables [f] and [6] present the benchmark results on an AVX2-capable plat-
form. These implementations are written in C with AVX2 intrinsics. They are
compiled with SUPERCOP’s default compiler options, allowing the compiler to
automatically generate processor-specific instructions.

Recent work on the AVX2 implementation of QR-UOV [AUH26] has sub-
stantially improved the performance of the Round 3 implementation compared
with that of the Round 2 implementation. Although a direct comparison is
difficult because of differences in the experimental environments and evaluation
methodologies, the reported Round 3 implementation achieves approximately
a threefold speedup in signing and a 3.5-fold speedup in verification over the
Round 2 implementation for the fastest parameter set.

At these performance levels, message-digest computation accounts for a sig-
nificant fraction of the total signing and verification time. Therefore, throughout
this document, we report the cycle count measured for zero-length messages to
evaluate the performance of the cryptographic core independently of the cost of
message digest computation.

SUPERCOP recently replaced the median with the stabilized substitute for
the 2nd quartile (StQ2) [Ber25] as its reported statistical measure. Accordingly,
throughout this document, the reported cycle counts are the averages of the
StQ2 values reported by SUPERCOP.

The experimental setup is as follows.

Processor: AMD Ryzen Threadripper PRO 9995WX

Base Clock: 2.5 GHz, Boost Clock: up to 5.4 GHz

Memory: 64 GB (DDR5-5600 16 GBx4)

OS: Linux 6.6.87.2-microsoft-standard-WSL2 (Windows 11)

Linux Distribution: Ubuntu 26.04 LTS

Compiler: GCC 15.2.0

Library: OpenSSL 3.5.5 (27 January 2026)

Benchmark framework: supercop-20260627 (average of StQ2 [Ber25]
for messages of length 0, default okcompilers, no clang)

Table 5: AVX2 implementation with the AES-based PRGp (Mcycles)

SL ‘ (g,v,m,?0) ‘ KeyGen ‘ Sign ‘ Verify
I (127,156, 54, 3) 1.767 0.520 0.353
(127,540, 60, 10) 5.036 2.524 1.016
1 | (127,228,78.3) 6.045 | 1342 | 1.014

(127,820,90,10) | 17.920 7.860 |  3.099
(127,306,105,3) | 16.695 | 3.120 2.374
(127,1040,110,10)| 32.067 | 13.351 5.929
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Table 6: AVX2 implementation with the SHAKE-based PRGpi (Mcycles)
SL ‘ (q,v,m, L) ‘ KeyGen ‘ Sign ‘ Verify
(127,156, 54, 3) 3.968 2.718 2.538
(127,540, 60, 10) 10.802 8.356 6.918
(127,228,78,3) | 12.630 | 7.780 | 7.322
(127,820, 90, 10) 37.936 27.755 23.215
(127,306, 105, 3) 32.399 18.371 17.476
(127,1040,110,10)| 70.550 | 51.870 | 44.487

I

III

\%

Tables [7}{I0] report results for the optimized and reference C implementations
using the AES- and SHAKE-based PRGs. These implementations are written
entirely in C, without using inline assembly or processor-specific intrinsics. They
are compiled with SUPERCOP’s default compiler options.

Table 7: C optimized implementation with the AES-based PRGp (Mcycles)

SL ‘ (q,v,m,?) ‘ KeyGen ‘ Sign ‘ Verify
1 (127,156, 54, 3) 9.682 1.739 0.934
(127,540, 60, 10) 34.096 26.910 2.687
[ | (127,228,78,3) 30.762 1474 2.945
(127,820, 90, 10) 115.487 93.333 8.831
v (127,306, 105, 3) 79.693 10.518 7.023
(127,1040,110,10)| 224.290 183.887 16.932

Table 8: C optimized implementation with the SHAKE-based PRGp (Mcycles)

SL ‘ (g,v,m,¢) ‘ KeyGen ‘ Sign ‘ Verify
I (127,156, 54, 3) 11.862 3.937 3.121
(127,540, 60, 10) 40.039 32.847 8.602
o | (127,228,78,3) 37.122 | 10.813 9.278

(127,820,90,10) | 135.465 | 113.378 28.951
(127,306, 105, 3) 94.487 25.658 22.148
(127,1040,110,10)| 263.033 | 222.897 55.659
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Table 9: C reference implementation with the AES-based PRGp (Mcycles)

SL ‘ (q,v,m,?) ‘ KeyGen ‘ Sign ‘ Verify
I (127,156, 54, 3) 10.612 1.739 1.504
(127,540, 60, 10) 141.017 26.887 25.183
or | (27.228,78,3) 29.142 1.466 1.321
(127,820, 90, 10) 728.869 93.550 86.855
v (127,306, 105, 3) 100.519 10.509 9.615
(127,1040,110,10)| 1715.537 | 183.943 | 169.842

Table 10: C reference implementation with the SHAKE-based PRGpx (Mcycles)

SL ‘ (q,v,m,?) ‘ KeyGen ‘ Sign ‘ Verify
I (127,156, 54, 3) 12.797 3.935 3.700
(127,540, 60, 10) 147.112 32.843 31.143
I (127,228,778, 3) 35.540 10.825 10.658

(127,820,90,10) | 749.388 | 113.401 | 106.810
(127,306,105,3) | 115.801 25.655 24.732
(127,1040,110,10)| 1753.694 | 222.598 | 208.559
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6 Expected Security Strength

In this section, we begin by introducing the underlying problems and the se-
curity definitions in Subsection Next, we provide our security proof in
Subsection [6.2} Finally, we estimate the complexity of plausible attacks against
our proposed parameter sets in Subsection See Section [7| for the details of
each attack.

6.1 Underlying Problems and Security Definitions
We first introduce two problems for the security proof of QR-UOV as follows:

Definition 1 (UOV problem). Let MQ, ,, »,, denote the set of random quadratic
maps with n variables and m equations over F, and let UOV, ,, , »,, denote the set
of public key maps of the plain UOV with v vinegar variables, o oil variables,
and m equations over F,. The UOV problem asks to distinguish a random
quadratic system from a UOV public key. If we let A be a UOV distinguisher
algorithm, then we say the distinguishing advantage of A is

Adv Y, (A) =

|Pr[A(77) =1|P + MQq,(v40),m] = PrlA(P) =1|P + UOVW,O,mH .

When a public key map is sampled from UOV, , o m, the sampling is accord-
ing to the public-key distribution induced by the plain-UOV key-generation
algorithm.

Definition 2 (QR-MQ problem). Let f be an irreducible polynomial with
deg f = £. We then denote by QR ,m ¢ the set of quadratic maps constructed
as follows

QRymt = {(prlx, X Px) tFY S F™ | Py Py € W<N>A;V’N} :

where N = n/{. For a randomly chosen P € QR ,, m ¢ and t € F, the QR-MQ

problem asks to compute s such that P(s) = t. If we let A be an adversary,

then we say that the advantage of A against the QR-MQ problem is
AdvERMR (A) = Pr[P(s) =t | P = QR pmert  FJ's = A(P,t))].

We prove the security of QR-UOV in Subsection [6.2] assuming the advan-
tages against the above two problems are negligible. The first assumption is
originally utilized for the security of the plain UOV, and thus seems relatively
well understood. In contrast, the second assumption is inherent in QR-UOV.
Therefore, assessing the hardness of the QR-MQ problem is crucial for provable
security.

Subsequently, we give the definition of EUF-CMA security using the retrying
signing interface.
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Definition 3 (EUF-CMA security). Let O be a random oracle, and let A be
an adversary. For a possibly failing signing algorithm, the signing oracle Signo
repeatedly attempts to generate a signature with fresh independent randomness
until the output is not L, and returns the resulting signature. We define the
advantage of A against the EUF-CMA game of a signature scheme DSS =
(KeyGen, Sign®, Verify®) in the (quantum) random oracle model as

AU N 4) =

Pr[Verify© (pk,m, o) = 1| (pk, sk) < KeyGen(), (m, o) AO’SignO(Sk")(pk)],

where Signo(sk, -) was not queried on input m. We say DSS is EUF-CMA secure
if its advantage is negligible for any efficient adversary in the security parameter.

Our EUF-CMA security proof mainly depends on a result by Kosuge and Xa-
gawa [KX24], which shows the EUF-CMA security of the modified UOV [SSH11]
assuming the non-invertibility (INV) of the underlying trapdoor function. The
INV is defined as a security property such that, given a hard-to-invert function
F:X — ), it is computationally hard for an adversary to find a preimage z € X
of a random y € ).

If we denote by QRUOV ,, ,,, » the set of public key maps of QR-UOV with
parameters (g,v,m,£), then the advantage of A against the INV game of the
trapdoor function T underlying QR-UOV is given by

AdvY (A) = Pr[P(s) =t | P < QRUOV, e, t + Fi',s < A(P,t)].

When a public key map is sampled from QRUOV,, , ¢, the sampling is ac-
cording to the public-key distribution induced by the QR-UOV key-generation
algorithm.

6.2 Security Proof

The proof is divided into three parts: first, we demonstrate INV = EUF-CMA;
next, we show UOV + QR-MQ = INV; and finally, we establish UOV +
QR-MQ = EUF-CMA by simply combining the two reductionﬁﬂ For read-
ability, the proofs of Lemmas [3] and [f] are deferred to Appendix [E}

6.2.1 INV = EUF-CMA

The modified-UOV reduction. As a preliminary, we recall the EUF-CMA
security proof of the modified UOV signature scheme given by Kosuge and
Xagawa [KX24], which serves as the basis for our security proof of QR-UOV.

Lemma 2 (Proposition 4 in the ePrint version of [KX24], INV = EUF-CMA
(Modified UOV Signature)). For any quantum EUF-CMA adversary Acma against
the modified UOV mUOV issuing at most gsign classical queries to the signing

IX = Y means that the hardness of X implies the security property Y.
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oracle and qqro quantum queries to the random oracle H, there exists an INV
adversary Bin, against the trapdoor function T such that

~ 3 QQi n T dgro + 1
AdVrEmllJJFO\(;MA(Acma) < (2qqr0 + 1)2 AdVI{NV(BiHV) + iqgign %

/
qsign — (sign

+2 (quo + 2) A )

where qéign bounds the total number of queries to H made during all signing
queries, and the running time of Bin is approzimately that of Acma-

To adapt Lemma [2] to QR-UOV, we use the following oracle models for the
hash and key-expansion functions.

Oracle models. We model SHAKE256 by an extendable-output random ora-

cle
H:{0,1}* — B>™.

For any input X and nonnegative integer k, we define
SHAKE256(X, 8k) := Truncg(H(X)).

Thus, the same random oracle H models all uses of SHAKE256 in QR-UOV,
including private-key expansion, computation of the message representative p,
and computation of Hash(u, p). We separately model the public-key expansion
function by an extendable-output random function

Horg : {0, 1}Pk-seedlen o [om] — B,
For a public seed seedp, a counter ¢ € [2m], and an output length 8k, we define
PRGpx (seedpk, 7, 8%) := Truncy (Hprg (seedpk, 7)) .

The function Hy; models the selected public-key expansion option, instantiated
by either SHAKE128 or the AES128-CTR-based expander, but not by both
simultaneously. For the SHAKE option, we model SHAKE128 as an extendable-
output random oracle. For the AES option, we explicitly assume that the public-
seed AES128-CTR-based expander can be modeled by Hp.

The QR-UOV reduction. With these definitions, we establish the following
lemma.

Lemma 3 (INV = EUF-CMA (QR-UOV)). Let

Erank = max Pr [rank(Le(y)) < m — A].
sk $
y<Fy
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For any quantum EUF-CMA adversary Acma against QR-UOV with oracle ac-
cess to H and Hpyyg, issuing at most gsign classical queries to the signing oracle
and qqro quantum queries to the random oracle H, there exists an INV adversary
Biny against the trapdoor function T such that

3 2Gqr0 + 1)?
Advglé'_:u%'\\/l/A (Acma) S 1( qqro_ )
— Gsign€rank

AV (Biny) +

3, qéign + 3¢sign + Gqro + 5
iqsign N

q/' — Gsign q’- +2m + 2
+ 2(qclro + 2) e ) + == o )
where qéign s an upper bound on the total number of evaluations of H at inputs

corresponding to Hash(u, p) during all signing queriesﬂ We assume gsignErank <
1/2.

6.2.2 UOV + QR-MQ = INV

We demonstrate the INV of the underlying trapdoor function of QR-UOV. Be-
fore providing the proof, we prepare a lemma showing a bijection from quadratic
maps with the QR structure over F, to quadratic maps over F.. We call this
transformation a pull-back method. The correctness of this statement is trivially
derived from the existence of the function ¢ defined in Subsection

Lemma 4. For any irreducible polynomial f with deg f = £, there exists a
bijection from QRy i m.e to MQue /0. Similarly, there exists a bijection from
QRUOV . m,e to UOV e /¢ 1 e,m- Moreover, the second bijection preserves the
public-key distributions induced by the corresponding key-generation algorithms.

We then show the security of the INV game of QR-UOV assuming the diffi-
culty of the UOV and QR-MQ problems.

Lemma 5 (UOV and QR-MQ = INV). For any quantum INV adversary Ainy
against the trapdoor function T underlying QR-UQOV, there exist adversaries
Buov and Bmq against the UOV problem with parameters (¢°,v/¢,m/¢,m) and
the QR-MQ problem with parameters (q, (v +m), m, ), respectively, such that

AV (Ainy) < AIVEEY 0 1 m (Buow) + AdvITN S (Bing),

where the running times of Buoy and Bmq are about that of Ainy.

6.2.3 UOV + QR-MQ = EUF-CMA

Combining Lemmas [3] and [f] we obtain the EUF-CMA security proof of QR-~
UOV.

2Here, Gsign counts external signing-oracle queries; the internal repetitions caused by the
rank test do not evaluate Hash(u, p) and hence do not affect q;gn.
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Theorem 2 (UOV+QR-MQ = EUF-CMA). Let

Erank :=max Pr [rank(Lg(y)) < m — A].
sk $
y(—ng

For any quantum EUF-CMA adversary Acma of QR-UOV issuing at most gsign
classical queries to the signing oracle and gqro (quantum) random oracle queries
to H, there exist adversaries Byoy, and Bmq against the UOV problem with pa-
rameters (q¢°,v/0,m/l,m) and the QR-MQ problem with parameters (q, (v +
m), m, ), respectively, such that

(2¢qr0 +1)2

1- Gsign€rank

3 gign T 3dsign + daro + 5 Lign — G
+2q§ign\/ e + 2(qaro +2) |

AdVglIJ{[JCo'\\A/A(Acma) < (Advge(?;//e,m/z,m(Buov) + AdvRMA (qu))

q,(v+m),m,¢

qéign +2m + 2
P

where qéign is an upper bound on the total number of evaluations of H at in-
puts corresponding to Hash(u,p) during all signing queries, and we suppose
Gsign€rank < 1/2. The running times of Buoy and Bmq are about that of Acma-

Heuristic assessment of the rank threshold. We assess the choice A =2
under the random-matrix heuristic. Under the additional assumption that the
resulting rank-failure estimate bounds the failure probability for every secret
key, we show that gsgn < 261 satisfies the condition required by Theorem
This calculation does not establish a worst-case bound over all secret keys.

We estimate the probability that the coefficient matrix Lgx does not satisfy
the rank condition by modeling L as a uniformly random matrix in F7**™. For
a uniformly random matrix A € F;**™, the probability that rank(A) =m —a
is

m .
IT a-q¢7)
—a? I=a+1
pm,q(a) =q : m—a
[[a-¢)
Jj=1

Therefore, the probability that A does not satisfy rank(A4) > m — A is
5rank(QamaA) = Z pm,q(a)'
a=A+1

For the proposed parameter sets, we set A = 2. For ¢ = 127 and every proposed
value of m, the resulting rank-rejection probability is approximately

Erank(127,m,2) ~ 1.173 - 10719 < 276288
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Thus, under the random-matrix model, signature generation is rejected by the
rank condition only with a very small probability.

We next clarify the relationship between the above estimate and the EUF-
CMA security of QR-UOV. As shown in Theorem [2] the rank restriction intro-
duces the reduction-loss factor (1 — qsignerank)*l and we assume @sign€rank < %
Note, however, that Le(y) is the coefficient matrix of the linear system in
the oil variables obtained after fixing the vinegar variables in QR-UOV. It is
determined by the quotient-ring-structured secret key and the chosen vinegar
variables, and is therefore not known to be uniformly distributed over Fy**™.
Consequently, the preceding random-matrix calculation should be understood
as a heuristic estimate and does not by itself establish the bound ., < 276288,

Under the heuristic random-matrix assumption that the rank-failure prob-
ability of Lg(y) is bounded by the preceding estimate for every secret key,
limiting the number of signature generations per key to gsgn < 26! gives
961 96288 _ 9—1.88 _ 1

2
Thus, under this assumption, the choice A = 2 and the limit of 26! signature
generations per key satisfy the condition required by the EUF-CMA security
reduction in Theorem 2

Gsign€rank <

6.3 Security Estimation of Proposed Parameters

In this subsection, we confirm that the proposed parameters in Subsection [4.5]
satisfy security levels I, III, and V of the NIST PQC project by estimating the
complexity of relevant attacks on QR-UOV described in Section

We begin by describing the criteria used to evaluate the security levels. The
security levels I, ITI, and V indicate that a classical attacker needs more than
2143 9207 " and 2272 classical gates to break the parameters, respectively, from
the call for additional digital signature schemes [NIS22]. The number of gates
required for each attack can be computed using

# gates = # field multiplications - (2 - (logyq)? + logzq) .

Next, we provide a list of the relevant attacks on QR-UOV along with their
associated complexities. As stated in Subsection [6.2] the EUF-CMA security
of QR-UOV can be reduced to the difficulty of the QR-MQ problem and the
UOV problems with parameters (¢, v/£, m/¢, m), namely UOV with v// vinegar
variables, m// oil variables, and m equations over F . We consider the hybrid
approach [BFP09] with Wiedemann XL (WXL) [YCBCO07] and the polynomial
XL (PXL) [FK24] as attackers against the (QR-)MQ problem. (See Subsec-
tion [7-2] for the relationship between the difficulty of the QR-MQ problem and
the plain MQ problem.) Also, we consider the Kipnis-Shamir [KS98], reconcilia-
tion [DYCT08]|, intersection [Beu2i], and rectangular MinRank [Beu21] attacks
as attackers against the UOV problem with parameters (¢‘,v/¢,m/¢,m). In
addition to these attacks, we consider the claw finding attack. The complexity
of these attacks is evaluated in Table [[T}

38



Furthermore, key recovery attacks on QR-UOV can be performed by treat-
ing QR-UOV as plain UOV with parameters (q,v, m,m) without considering
its structure. In Table we estimate the complexity of three key recov-
ery attacks, the Kipnis-Shamir, reconciliation, and intersection attacks, on the
plain UOV with parameters (g, v, m, m) for each proposed parameter set. (See
Subsection for the reason that the rectangular MinRank is not applica-
ble to the plain UOV with parameters (¢,v,m,m).) Then, one can confirm
that for each attack, the complexity of key recovery attacks on the plain UOV
with (q,v,m,m) is larger than or equal to the one on the plain UOV with
(¢", 0/0,m/;m).

Finally, we assess the security levels of the QR-UOV parameter sets. In
Tables and for each parameter set, the upper entry shows the num-
ber of classical gates, whereas the lower entry shows the number of quantum
gates. Furthermore, the values in bold indicate the complexity of the best attack
against each parameter set. These tables show that the proposed parameters
satisfy the requirements for each security level I, III, and V. One can confirm
that our proposed parameters for security levels I and III also satisfy security
levels II and IV, respectively.

Table 11: The complexity of the classical and quantum attacks, the claw finding
attack, and the hybrid approach with WXL (WXL) and PXL on the MQ prob-
lem, and the Kipnis-Shamir (KS), reconciliation (Recon.), intersection (Inter.),
and rectangular MinRank (RM) attacks on UOV(¢*,v/f,m/¢,m) against the
proposed parameter sets

oL (qo.m.0) log, (#gates) in classical (upper)/quantum (lower)

Claw ‘WXL ‘ PXL ‘ KS ‘Recon.‘ Inter. ‘ RM

1 020056.549) | o) | | pas | s | 10 | 2 | s

(127,540, 60, 10) ;g; ig; E{? ?222 E ?gzg i?g

2 222 | 211 | 1 231 21

111 (127,228, 78, ) 222 181 | 180 504526 237 ggg 213

027.520.90.10) | 20 | oo | 190 | 3342 | au | oas0 | o7

2 2 1414 | 291 1| 2

. (127,306,105, 3) 228 321; 252 7422 529 2(5)5 ;E;
273

021001000 500 | o LS o | o | om0 | s
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Table 12: The complexity of the classical and quantum key recovery attacks on
UOV(q, v, m, m), the Kipnis-Shamir (KS), reconciliation (Recon.), and intersec-
tion (Inter.) attacks, against the proposed parameter sets

I i
421 2
oz [T
(127, 540, 60, 10) ?%i ﬁéi ?gég
. (127,228, 78,3) 1505733 Zg? 1715135
12 2 172
(127,820, 90, 10) 258; 122; ;ggg
1431 782 1477
. (127, 306, 105, 3) 623226 2654245 6959772
(127,1040, 110, 10) 3580 2068 3556
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7 Analysis of Attacks against QR-UOV

This section describes relevant attacks on QR-UOV. The rest of this section
is organized as follows. Subsection explains the claw finding attack, which
finds a collision point. Subsection [7.2] explains the direct attack, which directly
finds a signature for a given message. Subsection recalls known key recovery
attacks on the plain UOV. Subsection discusses the relation between the
irreducibility of the polynomial f constructing the quotient ring of QR-UOV
and its security. Subsection describes a way to transform the public key
matrices of QR-UOV into the extension field F .. Subsection @ provides a
way of transforming the public key matrices over the base field F, using the
quotient ring structure.

7.1 Claw Finding Attack

This subsection considers the claw finding attack which is also called the birth-
day attack. Recently, Saarinen [Saa24] proposed a technique to improve the
complexity estimation originally given in [BCCT23, [BCH'23|. We apply this
technique for the complexity estimation of claw finding attack in Subsection[6.3]
For a message representative p obtained from a message M, an attacker
computes P(s;) for X inputs {s;};c;x) and Hash(u, p;) for Y salts {p;};cpy]-
If XY = ¢, then there is a collision with probability ~ 1 — e™!, and the
attacker can output the signature (p;,s;) for the message M. Further, as
mentioned in [Saa24], we can revise this attack by utilizing the property that
Ples;) = ¢*P(s;) for any ¢ € F,. This can reduce the image of P and Hash
where a collision must occur by a factor of 2/(¢ — 1) in the case of odd ¢q. Fol-
lowing [BCCT23, IBCH™23|, we estimate the number of gates required for this
attack considering the cost of multiplication and addition in F, as follows:

1

2
2 ((121 g™ -m - 217 (2 - (logyq)* + loggq)) . (8)
In this estimation, we suppose that computing Hash has a bit cost of 2!7 and
applying a fast enumeration algorithm [FT23] in F, to evaluate P successively.
For the quantum claw finding attack, it is shown that attackers with limited
time will prefer the classical attacks in [JSI9]. Thus, in Subsection [6.3] we
estimated the complexity of the quantum claw finding attack by equation .

7.2 Direct Attack

This subsection describes the direct attack, which can be defined as follows:
Given a public key P with n variables and m equations over F, and a target
t € F}', the direct attack tries to solve the MQ system P(s) = t to find a
signature s.

We first explain the complexity of solving the MQ system with n < m
(overdetermined), and then show a way of reducing the MQ system with n > m
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(underdetermined) into a smaller overdetermined system. Finally, we discuss the
difficulty of the QR-MQ problem to which the security of QR-UOV is reduced
in Theorem

Overdetermined case. We provide a way of estimating the complexity of
solving the overdetermined MQ system, since an underdetermined system can
be transformed into an overdetermined system by specifying n — m variables
without disturbing the existence of a solution with high probability. One of
the best-known approaches for algebraically solving the quadratic system is the
hybrid approach [BFP09], which randomly guesses k with 0 < k < n variables
before applying an MQ solver such as F4 [Fau99], F5 [Fau02], and XL [CKPS00Q].
The guessing process is repeated until a solution is obtained. The complexity
of this approach with the Wiedemann XL (WXL) [YCBCO07], which is a variant
of XL, for a classical adversary is given by

2
. - n—k+2 . dreg +1 —k
min (O (q 3 ( 5 droy , (9)
where d,., denotes the degree of regularity of the system. The degree of reg-
ularity d,.q for a certain class of polynomial systems called semi-regular sys-
tems [Bar04, [BES04, [BESY05] is known to be the degree of the first non-positive
term in the following series [BESYO05, [YCO05]:

(1-29)"
(1 o Z)TL*]CJrl :
Empirically, the public key system of UOV is considered to be a semi-regular
system. Therefore, this series can be used to estimate the degree of regu-

larity. By using Grover’s algorithm [Gro96], the complexity of a quantum direct
attack is estimated as

min (o <qk/2 3. (" - ’2‘“ + 2) . (dregczg - ’“)2>> . (11)

Furthermore, a new variant of the hybrid approach with XL, which is called
polynomial XL (PXL), was proposed in 2021 [FK24]. This PXL reduces the
complexity by performing Gaussian elimination on the matrix over a polynomial
ring, and the complexity of PXL for classical and quantum attackers is given by

0 (k2 o (n7§+dmg) . (n+d7.eg) 4~ (az ) (k+d,,.eg> + aw))

(10)

reg dreg dreg
and O <k2 Lo (nfs:zjreg) . (nji”ir;q) + q% . (a2 . (k;fergcg) + aw)) ’

respectively, where k is the number of guessed variables and w = 2.37 is the
constant in the complexity of matrix multiplication. Furthermore, « is given by

dreg

_ (k) m
! ;max{coeff((l 2) (1+2) ,z),O},
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where coeff(f,t) denotes the coefficient of a term ¢ in a polynomial f.

Underdetermined case. We explain a way of solving the underdetermined
MQ system efficiently. Thomae and Wolf [TW12] proposed a technique for re-
ducing the number of variables and equations when n > m. For a = [ >| — 1,
they reduce the (n — m + «) variables and « equations and thereby obtain a
quadratic system with m — « variables and equations. Furue et al. [FNT21]
improved Thomae and Wolf’s technique by incorporating the guessing of k vari-
ables, as in the hybrid approach, and Hashimoto [Has23] proposed an efficient
technique by modifying the technique of Furue et al. to enhance efficiency. Fur-
thermore, Asanuma et al. [ACFT26| generalized the variable partitioning used
in Hashimoto’s method. The generalized partition-based method uses nonneg-
ative integers | > 2, a1,...,a;, and by,...,b;_1 satisfying a1 +---+a; < m
and 0 < b; < a; for each i € [l — 1], and we set s :=m — (a; +--- + a;). The
applicability conditions are given as

l

n—ZajZZaj Z ay | +ab; (ie[l—1)),
i=1 =1 w=j+1
J J J (12)
l

I -1
nfg ajZE aj E Ay | + s.
j=1 j=1

w=j+1

Then, the complexity of the method by Asanuma et al. is given as

-1 l l
> aMQ <q,bi+ > awbi+ Y aw> +qS<MQ<q,al,al)+

=1 w=1+1 w=i+1
-1
Z(alb? + MQ(q, a; — bi, a; — bz)) + alb% + MQ(CLG& — bl, S+a; — b1)>,
=2
(13)

where MQ(g,n,m) denotes the complexity of solving the MQ system with n
variables and m equations in ;. In Subsection @ we confirm the security of
the proposed parameters by the complexity of the hybrid approach with WXL
given by equation @[) using the technique by Asanuma et al. Note that it is
difficult to combine PXL and the above technique since both algorithms utilize
the variables to be guessed before substituting actual values, and thus we apply
the technique of Thomae and Wolf [TW12] to PXL to estimate the complexity
in Subsection

QR-MQ problem. We finally discuss the security of the QR-MQ problem.
In Table for a QR-MQ system, we compare the theoretical d,., and exper-
imental d,., using the Magma algebra system [BCP97]. The theoretical dycq
is the degree of regularity as the smallest degree with a non-positive coefficient
in (1-22)"/(1—2)""" assuming that the system is semi-regular. The
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experimental d,e, is defined as the smallest degree d at which the codimension
of the ideal generated by the system is determined solely by the solutions of
the system. In our experiments, we set m to sufficiently small values to keep
the computations manageable, and omit the parameter v because the excess
variables are fixed in the direct attack. For the QR-MQ map with m variables,
m equations, and the block size ¢ over F,, we fix the last k variables as in the
hybrid approach. That is, the direct attack is executed on the system of m
equations in m — k variables. To preserve the existence of a solution, the values
assigned to the k fixed variables are chosen from a valid solution of the system.
Table shows that the degrees of regularity obtained experimentally are the
same as those obtained theoretically. These results indicate that the difficulty
of solving the public key system of QR-UOV is equivalent to that of solving the
randomized MQ system.

Table 13: Theoretical and experimental degree of regularity of public key system
of QR-UOV obtained using the Magma algebra system [BCP97].

(qg,m, ¢, k) ‘ theoretical dy¢q ‘ experimental dr.q
(127,18,3,2) 10 10
(127,18,3,3) 8 8
(127,18,3,4) 7 7
(127,15,3,2) 8 8
(127,15,3,3) 7 7
(127,15, 3,4) 6 6
(127,10, 10, 2) 6 6
(127,10, 10, 3) 5 5
(127,10, 10, 4) 4 4

7.3 Key Recovery Attacks on UOV

This subsection recalls some existing key recovery attacks, the Kipnis-Shamir [KS98],
reconciliation [DYCT08], intersection [Beu21], and rectangular MinRank [Beu21]
attacks. For the security of QR-UOV, these key recovery attacks can be per-
formed on the following two problems:

e UOV(¢*,v/t,m/t,m),
e UOV(q,v,m,m),

where UOV(q,v,0,m) denotes the plain UOV with v vinegar variables, o oil
variables, and m equations over F,. The first one corresponds to one of the
underlying problems of our security proof obtained by the pull-back trans-
formation described in Lemma [4] and the second one is enabled by ignoring
the quotient ring structure of QR-UOV. This subsection describes the behav-
ior of the key recovery attacks on UOV(q,v,0,m), and thus, by substituting
(¢*,v/t,m/¢,;m) and (q,v, m,m) for (¢,v,0,m) in the following estimations, we
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can obtain the complexity of the key recovery attacks on UOV(q*,v/¢,m/l, m)
and UOV(q, v, m, m), respectively.

Recall that the key recovery attacks aim to obtain the subspace S™1(0O) of
Fy, where O is the oil subspace defined as

0:={(0,...,0,a1,...,00) " | s €F,}.

7.3.1 Kipnis-Shamir Attack

The Kipnis-Shamir attack [KS98] chooses two invertible matrices W;, W; from
the set of linear combinations of the representation matrices Py, ..., P, for the
public key. Then, it probabilistically recovers a part of the subspace S~(O) by
computing the invariant subspace of Wi_le. The complexity of the Kipnis-
Shamir attack is estimated as

9] (qv—o—l . 04) )

Grover’s algorithm [Gro96] can be used to reduce the complexity for a quantum
adversary to
0] (qv_g_1 . 04> .

Then, the complexity of the Kipnis-Shamir attack for classical and quantum
adversaries against UOV (¢, v/¢,m/¢, m) is given as

O (™" (m/0)") and O (¢"F - (m/0)").

Furthermore, the complexity of the Kipnis-Shamir attack for classical and quan-
tum adversaries against UOV(g, v, m,m) is given as

(0] (q“_m_1 ~m4) and O (qv7?71 ~m4) .

7.3.2 Reconciliation Attack

The reconciliation attack [DYCT08] treats a vector y of S~1(O) as variables
and solves the quadratic system y' Py = 0 (i € [m]). Here, the dimension of
S71(0) is 0, and thus if we impose affine constraints, we then solve a system of
m equations in n—o = v variables and still have a solution with high probability.

We show how to estimate the complexity of the reconciliation attack by
considering the cases v > m and v < m separately. In the case of v > m, which
is generally satisfied in UOV to prevent the Kipnis-Shamir attack, the system of
equations y " Pjy = 0 has a large number of solutions. Therefore, to determine a
solution uniquely, we need to solve the following system to find multiple vectors

Yi,-- - Yk OfS—l(O):

y Piyj =0 (i€[m],1<j<k),
yj Piye=0 (i€m],1<j<l<k).
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We lower bound the complexity of solving this problem by that of solving the MQ
problem with v variables and v equations. In the case of v < m, the complexity
of the reconciliation attack is estimated as that of solving a quadratic system of
m equations in v variables. In both cases, we estimate the complexity of solving
these problems using the hybrid approach with WXL, as given in equations @

and .

Then, the complexity against UOV (g%, v/¢,m/¢,m) is given by

HEH<C)<¢k.3_<vﬂu;k+2)'<dmgzi£e—k)2>>7

where 0 < k < v/, since v/{ < m. Furthermore, the complexity against
UOV(q,v,m, m) is given by

2
. koo v—k+2 . dreg +v—k
(ol (47 (=27))
where 0 < k < v, since v > m.

7.3.3 Intersection Attack

In [Beu2l], Beullens proposed a new key recovery attack against UOV, called
an intersection attack. In the case of v < 20, for an integer k > 2 satisfying
k < %, let Li,..., Ly be k invertible matrices randomly chosen from a set

of linear combinations of the representation matrices Py, ..., P, for the public
key. This attack then solves the following equations for y € Fy:

1<j<k),
1< (14)

{ (Ly'y)"Pi(L;y'y) =0 (i € [m],
<l <k).

(Ly'y)"Pi(L'y) =0 (i € [m],

Note that, for a solution z for this system, z is not a vector in S~*(0), but L;lz
is a vector in S71(0). The solution space obtained from the above equation
has ko — (k — 1)v dimensions. Thus, its complexity is equivalent to that of
solving the quadratic system with n — (ko — (k — 1)v) = kv — (k — 1)o variables
and (kgl)m — 2(];) equations owing to its linear dependency. The value of k
is generally chosen such that the complexity of solving the above system takes
the minimum value under the condition of k < —*-. On the other hand, in the
case of v > 20, which is the case of the proposed parameters of QR-UOV, the
intersection attack becomes a probabilistic algorithm, which solves the system
of equation as k = 2 with n variables and (3m — 2) equations and one
of solutions is a target vector with a probability of approximately ¢~ ?+2°~1.
Therefore, its complexity is estimated by ¢?~2°! times the complexity of solving
the quadratic system with n variables and (3m — 2) equations. We estimate the
complexity of solving these problems with the complexity of the hybrid approach
with WXL in equations @D and .
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Then, the complexity against UOV(¢%,v/¢,m/¢, m) is given by

2
. v=2m+l Lk q. n/ﬁ—k+2 ) dreg—kn/ﬁ—k
min (O (q qg-3 < 9 droy ,

where 0 < k < n/¢, since v/€ > 2m/¢. Furthermore, the complexity against
UOV(q,v,m, m) is given by

2
. veamil k. o (M=K +2\ (drieg+n—k
min (O (q q” -3 ( 9 drey ,

where 0 < k < n, since v > 2m.

7.3.4 Rectangular MinRank Attack

The rectangular MinRank attack [Beu2l] was originally proposed for the Rain-
bow scheme by Beullens, and it tries to solve a MinRank problem obtained by
transforming the public key matrices. Furue and Tkematsu [FI123] showed that
the rectangular MinRank attack is applicable to UOV(qZ ,V, M, m) which is one
of the underlying problems of the security of QR-UOV. Note that we suppose
that (Py,...,Pn), (F1,...,F,), and S are matrices representing the public and
private keys of UOV with parameters (¢, V, M, m).

Before describing the rectangular MinRank attack, we introduce a way of

transforming sets of matrices used in the attack. Let (Gy,...,Gn) be a set
of N-by-N matrices over F ., and ggj ) denotes the j-th column vector of Gj,
namely,
Gi= (g g .. gV) ey

Then, we define the new set (G1,...,Gx) of N-by-m matrices as follows:

Gii= (g g - &),

s N N N

Gn = (gg UM gﬁn))

We then obtain (P, ..., Py) and (F1,..., Fy) by applying this deformation to
(P1,...,Py) and (Fy,..., F,,), respectively. Further, we have

(P,...,Py)=(STFy,...,STFy)-S.

For the proposed parameter sets shown in Subsection 4.5 we have m >
V > M. From this relation, it is easily seen that the deformation matrices

Fyyq,..., Fy € Fé\zxm are of rank <V since they have the following form:

*V xm
OM><m '
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Then, there exists a linear combination of ]51, e Py € FN*™ whose rank is
< V. The rectangular MinRank attack utilizes this property to recover the
private key.

The rectangular MinRank attack tries to find a non-zero element of S~1(0).
As in the case of Rainbow, the rectangular MinRank attack against UOV with
(¢°,V, M, m) is constructed as follows. Since dim (S7!(0)) = M, there exists a
non-zero N-by-1 vector with the following form:

a= (al,ag,...,av+1,07...,0)—r S 8_1(0)

Then, it is shown that

V+1 B B ~ ~ ~
> a;P;=(P,....Py)-a=(S"F,...,S Fy)-(S-a)
i=1

is a linear combination of STFVH, e STFy. Thus, this linear combination is
of rank < V. Namely, the vector a gives a solution to the MinRank problem for
(Py,...,Pyy1) with the target rank V. Moreover, we have

pi(a) =+ =pn(a) =0.

As a result, the vector a = (ai,as,...,ay41,0,...,0)7 we want to find is a
common solution to the following problems:

V+1
(i) Rank (Z P> <v,
(i) pr(a) = - = py(a) = 0.

Complexity analysis. We then describe the estimation of the complexity
to solve the above problems (i) and (ii). This is done along Beullens’ estima-
tion [Beu2l] for the rectangular MinRank attack against Rainbow. Note that
the characteristic of Fye is always odd in QR-UOV. See [FI23] for more details
on complexity estimation.

First, we only consider problem (i). Fix an integer m’ such that V +1 <
m’ < m. Let P/ be the N x m’ matrix obtained by removing the column vectors
from (m' + 1)-th to m-th of P,. We then consider applying the support minors
modeling method [BBC*20] to the MinRank problem (P, ..., P} ) with the
target rank V. Let I” be the ideal in F ¢ [a, c] generated by the bilinear equations

’
m

V+1) minor

obtained from the support minors modeling, where c is the set of (
variables. For b € N, set

o= (L))

Let 11;,1 be the subspace of (b,1)-degree homogeneous polynomials of I’ in
F,e[a,c]. Then, Bardet et al. [BBCT20] calculated that dimg , I} | = R'(b)
for1<b<V+1.
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Next, we extend our analysis to include the problem (ii). We assume that
pi(a),...,pm(a) behave as a semi-regular system, where

a= (al,ag,...,GV+1,07...,0)T.
Let I be the ideal generated by I’ and pi(a),...,pm(a), namely,
I:=T+ (p1(a),...,pm(a)) C Fela,c].

Moreover, set

V41
G'(t1,t2) = (n;) ta + bir; <(T;/> (V +: B 1) - R/(b)) t3ts,
G(t,ta) := G (t1,t2) - (1 —13)™.
Let bmin € N be the minimum of b such that
dimmqg Iyp = dim]qu Fyela,clp1 — 1.
Then, following Beullens’ estimation, we can state that by, is predicted by

Pt — min {b | G(ty, ta)p1 < 1}, (15)
where G(t1,%2)p,1 is the coefficient of tty.

Finally, by applying to I .1 the bilinear XL algorithm with Wiedemann
algorithm [Wie86], we can find a solution a to problems (i) and (ii) with the

following complexity:
N 2 2
V + bmin — 1
3(’3) ( * ) (V+1)°. (16)

bmin

In [F123], our experiments showed that by, is equal to bg’irfdm) for some small

parameters. Thus, we use bl(ffirfdm) instead of by, to estimate the complexity

of the rectangular MinRank attack against QR-UOV theoretically in Subsec-
tion

Note that it is more efficient to apply the support minors method to rectan-
gular matrices where the number of rows is larger than the number of columns.
Thus, for the parameters with N < m, we estimate the complexity of the attack
by applying the MinRank attack after transposing the matrices P, ..., Py. This
operation is clearly possible since matrix rank is invariant under transposition.

Remark 1 (Truncated Polynomial Ring Attacks on UOV). This remark dis-
cusses the security of the proposed parameters against recently proposed key-
recovery attacks on UOV using the truncated polynomial rings [FI26]. This
attack is constructed by generalizing recently proposed attacks on UOV, the
wedge product attack [Ran26] and the symmetric algebra attack [JPHT26].
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We consider solving the system in N variables and M equations over Fy,
whose solution space contains a vector space A with dim A = «. In the trun-
cated polynomial ring framework, we choose the parameter [, which determines
the truncation level of the polynomial ring, and the degree D of the Macaulay
matrix with 2 < D < a(p! — 1). Then, the framework using the p'-truncated
1 1

polynomial ring R = F,lz1,... ,xN]/(x’f ,...,2k) finds a solution by com-
1

puting a kernel vector of the Macaulay matrix M%) ) of degree D constructed

by using R®) from the given system. For an integer 0 < k < «a, we further
apply the attack to a reduced system in N — k variables whose solution space
A’ satisfies dim A" = o« — k. In [FI26], they showed that this framework can be
applied to the reconciliation and intersection attacks for key recovery against
UOQOV variants.

In Table we evaluate the complexity of the reconciliation attack using
the truncated polynomial ring framework against the proposed parameters. For
all the proposed parameter sets, the solution space of the intersection attack
has dimension 1, and since [F126] shows that the truncated polynomial ring
framework provides no improvement over standard XL in this case, we omit it
from our analysis. We consider applying the key recovery attacks by regarding
the public key map of QR-UOV as UOV(¢’,v/¢,m/¢,m) over the extension
field. The table also shows the optimal parameters [ and k that minimize the
complexity, as well as the degree D derived from the parameters. From our
complexity evaluation, we confirm that, unlike in some other UOV-type schemes,
the truncated polynomial ring framework does not improve the efficiency of the
original reconciliation attack. This can be attributed to the relatively large
characteristic used in QR-UOV.

Table 14: The complexity of the reconciliation attack using the p!-truncated
framework on the proposed parameters

reconciliation

SL (g,v,m, ) complexity (I, k, D)
[ (127,156,54,3) 164 (1,17,28)
(127,540, 60, 10) 151 (1,5,22)

I (127,228,178, 3) 231 (1,25,40)
(127, 820,90, 10) 211 (1,8,31)

v (127,306,105, 3) 291 (1,34, 49)
(127,1040, 110, 10) 276 (1,10,43)

7.4 Irreducibility of Polynomial f

The public key matrices of QR-UOV are given as block matrices, where each
component is an element of W.Ay. For the security of QR-UOV, we discuss
the relation between the irreducibility of the polynomial f defining A, and the
existence of a transformation on symmetric matrices W@g to a specific form ma-
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trix. Indeed, the security of BAC-UOV [SP20] whose public key is represented
as block anti-circulant matrices was weakened by transforming anti-circulant
matrices into a specific form with zero submatrices [FKIT20]. Therefore, we
have to find f such that there exists no such transformation on W@g .

In [FIKT21], the authors provided the following three theorems for the trans-
formation on W<I>-£’]c which show the suitability of an irreducible f for QR-UOV.

Theorem 3 (Theorem 4 in [FTIKT21]). Let f € Fy[z] be a reducible polynomial
with deg f = £ and W be an invertible matriz such that every element of W Ay
is a symmetric matriz. If f = f1--- fr (k € N), where f1,..., fr are distinct
and irreducible, and deg f1 < --- < deg fx, then there exists an invertible matrix
Le ngz and i € [0 — 1] such that for any X € WAy,

Oe—iyxi  *(e—i)x(—4)
Theorem 4 (Theorem 5 in [FIKT21]). With the same notation as in Theo-

rem@ if there exists f' € Fylx] such that f’*| f. there exists an invertible
matriz L € ngz such that, for any X € WAy,

(LT XL)y =0.

Theorem 5 (Theorem 2 in [FIKT21]). Let f € Fy[z] be an irreducible poly-
nomial with deg f = ¢ and W be an invertible matriz such that every element
of WAy is a symmetric matriz. Then, there is no invertible matriz L € ngz
and i,j € [£] such that for any X € WAy,

(LTXL);; =0.

Theorems @ and E| show that if f is reducible, for any X € WAy, X can be
transformed into a matrix with zero submatrices by multiplying an invertible
matrix and its transposition from both sides. In contrast, Theorem [f|shows that
if f is irreducible, there exists no such transformation on W@g. Therefore, we
select an irreducible polynomial as the f of A; used in our proposed QR-UOV.

7.5 Lifting Method over Extension Field

The lifting method was proposed in [FIKT21] as a method of attacking QR-
UOV by diagonalizing the matrices in Ay over the extension field F .. In this
subsection, we show that the lifting method is essentially the same as the pull-
back method given in Subsection As a preliminary step, we introduce the
following theorem.

Theorem 6 (Theorem 3 in [FIKT21]). With the same notation as in Theo-

rem [,
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(i) There exists an invertible matriz L € ]Ff;gxg such that

X

x4
2

— q
Lol = 1‘

0 —
zd !

In particular, this L diagonalizes any matriz in Ay.

(ii) The matriz L described in (i) satisfies the condition that LT WL is diag-
onal. Therefore, we can write

Qo

aq
LWL =

Qp—1

We recall the idea of the lifting method stated in [FIKT21]. The first and
second statements in Theorem |§| show that for any g € Fy[z]/(f) = Fge the
matrix LTW<I>£L is diagonal. This indicates that Pi,..., P, in QR-UOV can
be transformed into block diagonal matrices with block size N x N. Let L(N) =
In ® L be an n x n block diagonal matrix with block size £ (n = £ - N), for
which the N diagonal blocks are L. Then, (LN)TP,LMY) (i € [m]) become
block matrices wherein every component is in a diagonal form. Furthermore,
there exists a permutation matrix A such that (L") A)T P;(L(V) A) is a block
diagonal matrix with block size N, and let L := L(™W)A. The transformed
matrices LT P;L can be represented by (L~'SL)T(LTF,L) (L~*SL). Then,
LTF,L is the diagonal concatenation of ¢ smaller matrices, similar to LT P;L.
Furthermore, L='SL is also the diagonal concatenation of ¢ smaller matrices
from (i) in Theorem @ Then, owing to the structure of F;, every diagonal block
of LTF;L has an M x M zero block, similar to F;. Therefore, each diagonal
block of LT P;L has the same form as the matrix representing the public key of
UOV with V vinegar variables and M oil variables over IF .. The lifting method
proposed in [FIKT21] executes the key recovery attacks on one of these diagonal
blocks.

We show that the lifting method is essentially the same as the pull-back
method. Let A € Fj*" be a permutation matrix such that

ATX@Y)A=Y®X
for any X € ]FéVXN andY € nge. Also, we recall the equation in Subsection
-1
=Y P owael.
i=0
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Then the transformation in the above lifting method is described as follows:

-1
AT(LINT P LM A = AT(LN)T (Z P owae! > LM A

1=

0
-1 ) -1 ,
—AT (Z PO LTWq>g;L> A=AT (Z P @ LTWL- thgiL) A
=0

i=0
Ozol‘i
T S (@) oz
—(7
=A P ® . A
1=0 1
oy_1x?
Oéoﬂ:i

-1 alxqz ()
> 184

i=0

L
ap_1x? "
-1
aOZ P() i
-1
alz P
-1 -1,
7 12 P ) q I3
ao Py, B
a1 Py q

Oq,lphq/za

Here, we have set Py 4o := (pg;)i,j, where P, = (p;,;). Therefore, Py g, ..., Py ge-1
are easily recovered from Pj. Thus, when we consider a key recovery attack us-
ing the lifting method, it is enough to treat only P, (k € [m]). Since the
pull-back method is also used to execute a key recovery attack on Py, we con-
clude that a key recovery attack using the pull-back method is the same as that
using the lifting method. The only difference from the pull-back method is that
we can apply the direct attack on the system of LT P;L (i € [m]) obtained by
applying the lifting method. However, for most cases, this lifting direct attack
is not more efficient than the plain direct attack, since the large finite field I
disturbs guessing some variables in the hybrid approach. Therefore, we list only
the complexity of the plain direct attack in Subsection

Remark 2. The attacks on SNOVA recently proposed by [CLVVP25|] combine
a transformation into the extension field and some existing attacks. One can
confirm that the transformation used in the attacks on SNOVA is equivalent
to the lifting method. As mentioned above, we confirmed that the attack on
the lifted QR-UOV does not weaken the security of QR-UOV. Therefore, these
attacks on SNOVA do not affect the security of QR-UOV.
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7.6 Multiplication of Public Key Matrices by (®/)®)

This subsection introduces a technique to increase the number of public key
matrices by multiplying (®/)®¥) and demonstrates that this technique cannot
be mounted as an effective attack on QR-UOV. The technique is based on the
following observation, which is primarily derived from the method used in the
attack on SNOVA [[A24]. When we multiply the public-key matrices P; with
i € [m] on the right by (&)™) ¢ [Fy*™, we have

P ((pg)(N) =ST.F.S. (q)f)(N)
=ST.F ((I)f)(N) S,

due to the commutativity of ®/ with g € Fy[z]/(f). Since (&)™) is a block
diagonal matrix, the lower-right m x m submatrix of Fj - (®/)(N) is the zero
matrix as in the original Fj.

From the above observation, we can use m - £ matrices P; - (@ij,l)(m with
i € [m] and j € [¢] in applying the key recovery attacks. Note that it is enough
to consider m - £ matrices P; - (@ij_l)(N) since we have

.
(‘I)iu)(N) by (¢£b)(N) =F;- ((bia-l—b)(N)'

By applying this method, we can use more information to recover the private
key compared to the original key recovery attack on UOV(q,v, m, m) over the
base field IF,.

Subsequently, we show that the method of increasing the number of public
key matrices is not more efficient than the key recovery attacks over the ex-
tension field F .. More specifically, we show that the matrices P; - (q)gfcj,l)(N)
are essentially the same as the matrices obtained by naturally transforming the
matrices P; € Fé\iXN in Subsection onto the base field F,. For a variable

set ¥ = (¥1,...,¥~) ", we consider the following m quadratic polynomials over

qu :

y' Py (ic[m). (17)
These form a public key of an instance of UOV(q’,V, M, m). For each ¥, we
set ¥, = Zk Oyk) k that is,

)
yi=0 = - a1 ? . (18)

yéj)l

Moreover, we set y/) = (yé'), e 7yéj)l) and y = (yM, ..., y™)T. Then the

polynomial ¥ - P; - ¥ is represented using the variables y by Substituting
into . Namely, there exist £ quadratic polynomials p(o) (y),. .. ,pgé (y) in

(3
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n variables y over IF, such that

5 Py =" +a-pPy) 4+l (). (19)

It is clear that the polynomials p( )( ) obtained in this way form a public key
of UOV(q,v,m,m-¥), since Py,..., P, form a public key of UOV(¢*,V, M, m).

We show the following relation between p( )( ) and P; - (@ij,l)(N).

Theorem 7. For each i € [m], we have

(PO VW), = (TR @)Yy e ),

q q

Proof. First, we set X = (1,,...,2°71). Then we obtain the equation y =
(In ® X) -y. Thus, by the definition, we have the following computations:

(In©X)T-B-(In®X) -y
=yT~(R-®XTX)-y

L
:yT~<

=y’ ( P ®x"XTX> .
h=0

<l
ol
<<
Il
<
4|

M

K2

1
"PM XTX> y

SO

= o

Moreover, by the result for X T X in the lemma below, we obtain

-1

(ZP (Zka@g’k -Q})) 'y

ayT <ZP(h)®W‘I>f ) (@ )M .y

"\

-1

(\E?‘
*—‘O

xk yT P - ((I)f )(N)
0

k

As a result, for each i and k, we have

k
z( )(y) —y'. P (q;ﬁk)(l\’) -y

p
Since 29, 21,...,2¢—1 in Fge are linearly independent over F, from the lemma
below, the theorem holds. O

Lemma 6. (i) 2X'X =XTX &/,

99



(it) There exist z,...,z—1 € Fye such that XX = Zi;é *Wel .
(iii) {zo,...,20-1} are linearly independent over F,,.

Proof. (i) It is easy to show statement (i) from the definition of ®.
(i) We set X T X = Y1 _( 2%V}, where Vi, € F.*%. Since X T X and X X -®f
are symmetric, Yz and Yk<I>£ are also symmetric. Thus, we have

Wlvel) = wle! Ty, = ol Wy,
This implies that W'Y, and <I>£ are commutative. Therefore, there exists

2 € Fye such that Wy, = @gk.
(iii) By the definition of X,

X €k+1
. Xof -1 L|oerr oS
X X = . = T . ,
: = :
X!, ext1 - P,
€k+1
k1 epy1 - DL
where ex11 = (0,...,0, 1 ,0...,0). Therefore, we have W@gk = )
€k+1 q>£e—1

Since the first row of W@gk is ep+1, it is clear that W@{O, ce W@f@il are lin-

early independent. Thus, (iii) holds. O

From Theorem [7] we see that the Fg-vector space spanned by m - ¢ polyno-
mials y' - P; - (@ij_l)(N) -y discussed above is the same as that spanned by
the public key pgk) (y) of UOV (g,v,m,m - £) obtained from a public key of
UOV(q¢*,V, M, m) by transforming onto the base field F,. At present, no effec-
tive attacks on UOV over F . are known that exploit the transformation of its

public key into polynomials over the base field F,. Indeed, we confirmed that
(k)

the key recovery attacks on the polynomials p;"’(y) for our proposed parameter

sets are not efficient. In conclusion, the key recovery attacks using P; - (<I>£ )M
or pgk) (y) do not weaken the security of QR-UOV.
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8 Advantages and Limitations

The main advantages of QR-UOV are as follows:

e Public key and signature sizes. The plain UOV is known as a scheme
with a small signature and a large public key. (The second round param-
eters in security level I have approximately 40KB public key and 100B
signature [BCD™25].) Our proposed parameter sets with ¢ = 127 and
£ = 3 reduce the public key size by approximately 50% compared with the
plain UOV (approximately 20KB in security level I) with signatures of a
few hundred bytes.

e Efficiency. The signature generation and verification processes consist
of simple linear algebra operations over small finite fields (e.g. Fy27), and
thus QR-UOV can be implemented very efficiently.

e Security. The EUF-CMA security of QR-UOV is formally proven in the
QROM assuming the difficulty of two problems, the UOV and QR-MQ
problems. The security of the plain UOV is based on the UOV problem,
and thus it seems relatively well understood. In contrast, the QR-MQ
problem is a new assumption introduced for QR-UOV. Though there exists
no formal reduction from the QR-MQ problem into the plain M(Q problem,
we provide some experimental facts that indicate that the difficulty of
solving the QR-MQ problem is equivalent to that of solving the plain MQ
problem.

e Simplicity. The design of the plain UOV is extremely simple, and QR-
UOV is a natural extension of UOV using a quotient-ring structure. The
transition from UOV to QR-UOV can be viewed as analogous to the tran-
sition from LWE to MLWE, where the MLWE problem generalizes LWE
by using a module of vectors over a ring. Therefore, it requires only a
minimum knowledge of algebra to understand and implement QR-UOV.

The main disadvantage of QR-UOV is the large size of the public key com-
pared with other post-quantum signature schemes such as lattice-based signa-
tures. As we mentioned above, the public key size of QR-UOV is reduced from
that of the plain UOV. However, some selected lattice-based signature schemes
have even smaller public keys with approximately 1000B in security level I. This
disadvantage might make it difficult to apply QR-UOV to constrained devices
such as smart cards. However, the increase in memory capabilities in the future
will relax the impact of this disadvantage.
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A Timing Attack Countermeasures

A.1 Overview

In this section, we describe timing-attack countermeasures for the signing algo-
rithm in Algorithm [2] The signing algorithm contains several execution paths
whose execution time may depend on intermediate values generated during sig-
nature generation. A straightforward constant-time implementation would elim-
inate all timing dependencies by executing every step independently of these
intermediate values. However, this approach would incur considerable perfor-
mance overhead.

A potential source of substantial overhead is the retry procedure for salt
sampling. In particular, the probability that the linear system Lx = t —u
for determining the oil variables is solvable in each trial, and consequently the
number of salt sampling trials, depends strongly on the rank of its coefficient
matrix L. Concealing this dependency against timing attacks would require
executing a sufficiently large number of retry iterations, substantially increasing
the signing time.

To avoid this overhead, we treat the rank of L as observable while protecting
all remaining secret information involved in solving the linear system. More
specifically, computations whose execution time may depend on the remaining
secret information are revised to execute in constant time, whereas computations
depending solely on the public rank are left unchanged from the original scheme.

In the following subsections, we analyze the security of revealing the rank of
L and describe implementation techniques for preventing timing leakage of the
remaining secret information.

A.2 Security Analysis of Rank Information

In this subsection, we discuss the security impact of leaking the rank of the
coefficient matrix in the linear system solved during signature generation.

As described above, the QR-UOV signing implementation can leak the rank
of the coefficient matrix L(y) € Fy**™ of the form

vy Fio

L(y)=2 ,
yTFm,2

where y € Fy denotes the vector of values assigned to the vinegar variables.
Here, we investigate whether it is possible to perform an efficient attack by
using the rank information of the matrix L(y).

We consider expressing the matrix L(y) using the public information Py, ..., P,
a signature s = (s, || s,) € Fy with s, € Fy and s, € Fy’, and a submatrix
S’ e [y ™ of the secret key matrix S from to be recovered in the key recov-
ery attacks. Let L;(y) denote the i-th row of L(y). Then we can transform it
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as follows:

Li(y) = 2(sy + S'so) " (=P, 1S’ + Pis)
— 28] (P18 + Pyo) + 28] (=5 Pi1S' + 5" Piy)
=2s) (—Pi1S' + P;2) + 28] (—PLS + P, 3)
= —2(s) Pi1 +s) PL)S +2(s) P2 +5) Pi3).

From the above expression, once the public key matrices Py, ..., P, and a gen-
erated signature s are known, each entry of L(y) can be expressed as a linear
polynomial in the unknown entries of the secret matrix S’. Consequently, if a
timing attack reveals the rank of L(y), the attacker obtains additional algebraic
information about S’. We therefore consider a key-recovery attack that exploits
this rank information to recover S’.

Suppose that an attacker obtains, through a timing attack, the information
that the rank of the matrix L(y) arising during the generation of a signature s
is m — A <r < m. From the transformation above, we can consider recovering
the secret key by finding S’ satisfying rank(L(y)) = r. This can be regarded
as the MinRank problem, since each entry of L(y) is a linear polynomial in the
elements of S’. In the problem, the number of variables corresponding to S’
is vm/¢ due to the QR structure, and the target rank is . For example, for
the parameter set (g, v, m,¢) = (127,156, 54, 3) at security level I, the resulting
MinRank instance consists of vm/¢ + 1 = 2809 input matrices, each of size
54-by-54, with target rank 52 or 53.

We then discuss the difficulty of solving the above MinRank problem ob-
tained from the leaked rank information. As described above, the MinRank
problem has to consider equations in vm/{¢ variables over F,. On the other
hand, in a general key-recovery attack over the extension field I, it is sufficient
to construct equations whose variables correspond only to the v/¢ components
of a single column of S’. Therefore, the general key-recovery attack is substan-
tially more efficient than solving the MinRank problem derived from the rank
information of L. Moreover, since the MinRank problem treats the variables as
elements over [Fy, it is difficult to combine it with a key-recovery attack over
Fge. These discussions indicate that, even if the rank information of L(y) is
leaked through a timing attack, it is difficult to improve the efficiency of the key
recovery attack.

A.3 Implementation Remarks

In this subsection, we describe an implementation strategy for realizing the
timing-attack countermeasure. Given the preceding analysis, the implementa-
tion treats the rank of L as observable and applies constant-time countermea-
sures to the remaining secret-dependent computations.

An analysis of the reference implementation, using TIMECOP and other
analysis tools, identified the linear-system solver as the principal component
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requiring protection against timing leakage. Accordingly, constant-time coun-
termeasures are applied to the operations involved in solving the linear system
in the implementation.

For concreteness, we consider a solution procedure that performs an LU
decomposition, uses it to determine whether the system is consistent, and, if
so, samples a solution. This procedure follows the overall structure used in the
reference and optimized implementations. The modifications applied to each
stage of this procedure are described below.

Data-independent pivot search. The pivot positions arising during the
solution of the linear system are treated as secret information. To prevent timing
leakage, the pivot search examines all candidate rows, regardless of when a
valid pivot is found. The selected pivot positions are retained using mask-based
assignments, without secret-dependent branches or early loop termination.

Fixed-iteration computations. Computations whose iteration ranges de-
pend on the pivot positions in the original implementation are transformed into
fixed-iteration computations. Typical examples include forward elimination and
back substitution during the solution of the linear system. Instead of changing
the iteration ranges according to the pivot positions, all candidate iterations are
executed, and the required updates are applied using mask-based assignments.

Data-independent consistency checking. When the coefficient matrix is
rank deficient, the implementation determines whether the linear system is con-
sistent before sampling a solution. A straightforward implementation may ter-
minate as soon as an inconsistent row is detected, but such early termination
causes the execution time to depend on secret information. Instead, all rows
relevant to the consistency check are processed, and the result of each check is
accumulated using mask-based operations. The final decision is returned only
after all rows have been examined.

Data-independent solution sampling. If the linear system has multiple
solutions, random values are assigned to the free variables, and the remaining
variables are set to their computed values. To prevent the processing time and
memory-access pattern from depending on the pivot structure, the procedure
first fills all variables with random values and then overwrites the constrained
variables using mask-based assignments.

The modifications described above are based on constant-time implemen-
tation principles similar to those used in prior work on linear-system solving,
such as fixed-range iterations and constant-time conditional updates [BCC™24].
Their concrete performance overhead in QR-UOV is evaluated below.

Performance evaluation. We evaluate the practicality of the above timing-
attack countermeasure through the measurement of execution time in the same
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environment used for the performance evaluation in Section [5] Table [L5|reports
the measured cycle counts for the implementation incorporating the counter-
measure. The corresponding cycle counts for the original implementation are
given in Table [0

Compared with the original signing timings reported in Table[9] the relative
overhead is larger for the parameter sets with ¢ = 3, whereas it is substantially
smaller for those with £ = 10. This difference reflects the larger baseline signing
cost for £ = 10, which reduces the relative impact of the additional constant-time
operations.

Table 15: Signing performance of the AES-PRG implementation with the pro-
posed timing-attack countermeasures (Mcycles)

SL ‘ (g,v,m,?) ‘ Sign with countermeasures
I (127,156, 54, 3) 2.916
(127,540, 60, 10) 28.492
- (127,228, 78, 3) 7.951
(127,820, 90, 10) 98.918
v (127,306, 105, 3) 18.938
(127,1040, 110, 10) 193.769
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B Additional Parameters

This section provides the additional parameter sets of QR-UOV. We use ¢ = 7
and ¢ = 31 as the finite-field sizes. Table[16] provides three additional parameter
sets for each security level. The sizes of public/private keys and signature are
computed as shown in Table

Table 16: Additional parameters for security level I, III, and V

SL ‘ q ‘ v m ‘ {
7 740 100 10

I 31 165 60 3
31 600 70 10

7 1100 140 10

II1 31 246 87 3
31 890 100 10

7 1490 190 10

A% 31 324 114 3
31 1120 120 10

Table 17: The public key, private key, and signature sizes in bytes

public key private key signature

SL (g,0,m, ) (bytes) (bytes) (bytes)
(7,740,100, 10) 20,641 32 331
I (31,165, 60, 3) 23,641 32 157
(31,600, 70, 10) 12,266 32 435
(7,1100, 140, 10) 55,141 32 489
111 (31,246,87,3) 70,976 32 233
(31,890,100, 10) 34,391 32 643
(7,1490, 190, 10) 135,391 32 662
\% (31,324,114, 3) 158,405 32 306
(31,1120,120, 10) 58,516 32 807

Table [18] presents the benchmark results for the additional parameter sets.
The experimental environment is identical to that described in Section
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Table 18: Timing results for the AVX2 implementations for additional param-
eters with AES PRG (Mcycles)

SL ‘ (q,v,m,?) ‘ KeyGen ‘ Sign ‘ Verify
(7,740,100, 10) 16.015 7.675 2.523
I (31,165, 60, 3) 2.091 0.713 0.361
(31,600, 70, 10) 5.942 3.232 1.053
(7,1100, 140, 10) 50.807 21.703 7.077
111 (31,246, 87, 3) 8.693 1.969 0.974
(31,890,100, 10) 21.242 10.001 2.981
(7,1490,190,10) | 134.179 |  52.744 17.656
A\ (31,324,114, 3) 20.110 3.809 2.104
(31,1120, 120, 10) 35.120 17.091 5.369
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C Expanded QR-UOV

C.1 Overview

This appendix describes Expanded QR-UOV, an expanded-key representation
intended to improve signing and verification performance when the same key is
used for many operations, and presents benchmark results. In this representa-
tion, key components normally derived from seedx or seedg during signing or
verification are computed in advance and stored explicitly. This increases the
public- and private-key sizes but avoids repeated derivation and bit unpacking.

Expanded QR-UOV is considered primarily as a benchmarking configuration
and does not define a separate required implementation. The signature format
is unchanged; signing and verification follow the same mathematical procedures
but use the explicitly stored components directly. Furthermore, for implemen-
tation efficiency, each F157 coefficient in the expanded keys is stored as one byte
rather than using a packed 7-bit representation.

C.2 Key Representation

The standard and expanded public and private keys are represented as

pk = (Seedpka {pi,B}iG[m]) )
Pkexp = (seedpk, {P;3}icm), {Pit Yiepm)s {Pi2}bicim)) »
sk = (seedsk) ,

skexp = (seedsk, seedpi, S, {Pi1 biepm)s {Fi2 }iem)) -

The expanded keys explicitly store the components used during signing or
verification. Each IF . element in these matrices is stored as £ bytes, one byte for
each F, coefficient with ¢ = 127. For the symmetric matrices P; ; and P; 3, only
the upper-triangular entries, including the diagonal, are stored. The expanded
private key stores Fi’g rather than ]51-’2 because line 6 of Algorithm [2| can be
evaluated directly as

L = 2Ky = 206 (F) .

In the key generation algorithm, F; 5 is computed as

Fip=—Pi1S' + Pig
and stored in skeyp.

Although no seed expansion is performed when using the expanded keys,
seedpk is retained in both pke, and skeq because it is required to compute
the message representative during verification and signing, respectively. The
expanded private key also retains seedg, so that it can be converted back to the
standard private-key representation.

The sizes of expanded public/private keys are shown in Table These
sizes for the parameter sets are determined as follows:
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e expanded public key: (W + pkseed,len) bits

e expanded private key: (w + pk_seed_len + sk,seed,len) bits

Table 19: Public-key, private-key, and signature sizes for Expanded QR-UOV

public key private key signature

SL (g,0,m, ) (bytes) (bytes) (bytes)
I (127,156, 54, 3) 402,586 377,724 200
(127,540, 60, 10) 1,098,016 1,088,688 541
I (127,228,78, 3) 1,229,218 1,153,044 292
(127,820, 90, 10) 3,767,416 3,734,328 821
e (127,306,105, 3) 2,977,711 2,790,003 392

(127,1040, 110, 10) 7,337,016 7,275,888 1,039

C.3 Benchmark Results

Table presents the benchmark results for the implementation using the ex-
panded keys with AVX2 intrinsics. The experimental environment is largely
the same as that described in Section [5| Because the verification cycle count is
very small, the measurements tend to exhibit higher variability in this setting.
Therefore, we disabled CPU boost functionality (Precision Boost 2) during the
measurements to improve the stability of the results. Compared with the results
of the original algorithms in Table [5| Expanded QR-UOV is slightly slower in
key generation because of the additional cost of producing and storing the larger
keys. In contrast, signing and verification are substantially faster because the
explicitly stored key components need not be derived and unpacked for each
operation.

Table 20: Timing results for the AVX2 implementations of Expanded QR-UOV
with AES PRG (Mcycles)

SL \ (q,v,m,?) \ KeyGen \ Sign \ Verify
I (127,156, 54, 3) 1.949 0.203 0.074
(127, 540, 60, 10) 5.704 0.719 0.212
I (127,228, 78, 3) 6.636 0.480 0.218
(127,820, 90, 10) 20.482 2.069 0.594
v (127,306,105, 3) 18.070 1.068 0.464
(127,1040,110,10) |  37.266 3.277 1.052
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D QR-UOV with Full-Rank Signature Genera-
tion

In the signature generation algorithm in Subsection we consider a variant
for the case A = 0, where a signature is generated only when L has full rank. In
this variant, the linear system Lx =t — u has a solution for every t € F", and
hence the repeat loop is executed only once. In this variant, when L is not full
rank, the signature generation procedure is assumed to be restarted from the
beginning. This variant can correspond to the second-round UOV specification,
in which the salt is fixed, and new values of the vinegar variables are sampled
until a full-rank matrix L is obtained.
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E Proofs of Lemmas for Security Reductions

E.1 Proof of Lemma [3
Lemma [3| (restated). Let

Erank = max Pr [rank(Le(y)) < m — A].
sk y(iIE‘g

For any quantum EUF-CMA adversary Acma against QR-UOV with oracle ac-
cess to H and Hpeg, issuing at most gsign classical queries to the signing oracle
and qqro quantum queries to the random oracle H, there exists an INV adversary
Biny against the trapdoor function T such that

2 1)? 3 ign + 3dsign + daro + 5
AN ) < ot U ) B [t i e

q .
1- Gsign€rank 27%en 22

Qeign — Gsign q/- +2m +2
+ 2(qclro + 2) e X + e X s
where qéign is an upper bound on the total number of evaluations of H at inputs

corresponding to Hash(p, p) during all signing queries. We assume Gsign€rank <
1/2.

Proof. To adapt the reduction of Lemma [2] to QR-UOV, we first introduce
InvRejSamp as a preparation. This algorithm is needed because the signing-
oracle simulator must sample a byte string uniformly from the preimage under
RejSamp of a prescribed target vector.

Inverse rejection sampling. Algorithm defines the inverse rejection-
sampling procedure. Given a target vector over F,, it samples a byte string
from the preimage of that vector under RejSamp. The following lemma shows
that the output is uniform over this preimage.
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Algorithm 12 InvRejSamp((vy, ..., vn), T,1') [ri=r, ()

Input: vector (vy,...,v,) € IF:;', byte length 7, and vector length n’
Output: byte string (rq1,...,7,) € BT

1: repeat

2. for i from 1 to 7 do

3: w; & {0,...,q}

4 end for

5 Let (hi,...,hq) be the increasing sequence containing exactly the indices
i € [n'] for which w; = q.

6: Let (aq,...,a) be the increasing sequence containing exactly the indices

i € [7]\ [n/] for which w; < q.
7: until e > d
8 (wl,...,w,) < (wi,...,w;)
9 k+1
10: for j from 1 to n’ do
11:  if w; = g then

12: Wy,  Uj
13: k+—k+1
14: else

15: W < v;
16: end if

17: end for

18: for i from 1 to 7 do
19: 1y & {r eB: (BytesToInteger(r) AND q) = w;}

20: end for
21: return (ry,...,r;)
Lemma 7. For any (v1,...,0n) € JF?I, InvRejSamp((v1, ..., vn), 7,n') outputs

a uniform element of

{(r1,...,7) € B" : RejSamp((r1,...,r),7,n') = (v1, ..., v ) without failure} .
Proof. Let v = (v1,...,v, ) and define

Ry = {r € B" : RejSamp(r, 7,n’) = v without failure} .
We first establish correctness, namely,
Pr[InvRejSamp(v,7,n') € Ry] = 1.

InvRejSamp samples (w1, . . ., w,) uniformly from {0, ...,q}". Let (hy,...,hq) be
the increasing sequence of indices k € [n’] for which wy, = ¢, and let (a1, ..., ae)

be the increasing sequence of indices k € [r] \ [n/] for which wy, < ¢. The
algorithm restarts if e < d. Each iteration succeeds with positive probability, so
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the repeat loop terminates with probability one. If e > d, the algorithm replaces
each w} # ¢ among the first n' positions with v; and replaces wy, with vy, for
every k € [d]. Thus, RejSamp retains v; at each non-rejected position and fills
position hy with wy, = vy, . Hence, every output of InvRejSamp is mapped to
v by RejSamp without failure.

We next establish uniformity, namely, for every r € Ry,

1
Pr[InvRejSamp(v,7,n') = r] = —.
Ryl
We call the sequence w = (wi,...,w,) sampled inside the repeat loop the
initial sequence, and we call the sequence w = (wi,...,w}) obtained after the

replacements the intermediate sequence. We prove the above equality in three
steps. First, the initial sequence is uniformly distributed over all sequences that
pass the repeat loop. Second, every possible intermediate sequence is produced
by the same number of initial sequences. Finally, every intermediate sequence
has the same number of byte-string representations, and these representations
are selected uniformly.

First, the initial sequence used in the replacement step is uniformly dis-
tributed over all initial sequences that pass the repeat loop. Indeed, every
sequence in {0,...,¢}7 is initially sampled with the same probability, and the
repeat loop only discards sequences for which the hole-filling procedure fails.

Second, every possible intermediate sequence is produced by exactly q”'
initial sequences. To see this, fix an intermediate sequence from which the hole-
filling procedure produces v without failure, and suppose that d of its first n’
positions contain q. At each of the other n’ — d positions, the initial value may
be any element of F,, since it is replaced by the corresponding v;. Likewise,
at each of the first d accepted positions after the first n’ positions, the initial
value may be any element of F,, since it is replaced by the corresponding vy, .
All other initial values are fixed by the intermediate sequence. These choices
preserve which positions contain ¢, so all compatible initial sequences pass the
repeat loop. Therefore, their number is

qn 7dqd _ qn )
This number is independent of the intermediate sequence. Together with the
first statement, this shows that all possible intermediate sequences are equally
likely.

Finally, every intermediate sequence has the same number of byte-string rep-
resentations, and each such representation is selected with the same probability.
Since ¢ is Mersenne and ¢ + 1 divides 256, each value in {0, ..., ¢} has exactly
256/(q+1) byte representations under the bitwise-AND operation. Hence, every
intermediate sequence has exactly

256 \"
qg+1

byte-string representations. The algorithm selects each byte independently and
uniformly from the corresponding set. Since all intermediate sequences are
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equally likely, every byte string in R, is output with the same probability. By
correctness, these probabilities sum to one over R,,. Therefore, for every r € R,

Pr[InvRejSamp(v,7,n') =r] = Rol

O

With this preparation in place, we now prove the reduction. First, we ac-
count for failures of RejSamp. We then transform the signing oracle into a secret-
key-free simulation by extending the techniques used in the proof of Lemma [2]
To realize this simulation for QR-UOV, we remove the rank restriction at the
cost of the multiplicative factor (1 — qsignsrank)’l. Finally, we show that an INV
adversary can simulate the modified game by programming Hp so that the
compressed public key expands to the public map of the INV instance.

Handling rejection-sampling failure. We first modify the EUF-CMA game
so that it aborts whenever fewer than n’ values are accepted by RejSamp, in-
stead of replacing the missing values with zero. Since the parameters are set so
that the failure probability of each RejSamp call is bounded by 27, we apply
the union bound over all relevant calls. The function Expand,, makes one such
call, and Expand,, makes two calls for each i € [m], giving 2m + 1 calls for key
expansion. In addition, at most qéign calls are made by Hash during all signing
queries, and one further call is made when verifying the final forgery. Therefore,
the resulting advantage gap is bounded by

qéign +2m+2
22 '

Signing-oracle modifications. We next modify the signing oracle to enable
the reduction to INV. To explain the required simulation, we first recall the
three steps from the proof of Lemma [2]

Step 1: Using tight adaptive reprogramming [GHHM2I], the signing ora-
cle repeatedly samples (p,t) and reprograms the random oracle so that
Hash(u, p) = t until t is successfully inverted.

Step 2: Reprogramming associated with a failed inversion is canceled. Semi-
classical O2H [AHU19] ensures that the adversary cannot query H at the
point

BytesToBits(u) || p

for a salt p used in a failed inversion. Canceling such reprogramming
therefore does not affect the adversary’s view.

Step 3: To simulate signatures without the private key, the signing oracle
samples a random preimage s, reprograms the random oracle so that
Hash(u, p) = P(s), and outputs (p,s) as a valid signature.
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For QR-UOV, we instantiate these three steps at the byte-string level as follows.

Step 1: The signing oracle repeatedly samples p & {0,1}* and r & B™, sets
t = RejSamp(r, 7,,, m), and reprograms H so that

SHAKE256(BytesToBits(u) || p, 87) = 1,

until t is successfully inverted.

Step 2: Reprogramming associated with a failed inversion is canceled, as in
the original proof. After this modification, the signing oracle operates as
follows.

1. Repeatedly sample r until t = RejSamp(r, 7,,,,m) can be inverted,
and let s be the resulting preimage, so that t = P(s).

2. Reprogram H so that SHAKE256(BytesToBits(u)||p, 87n) = r, where
p is chosen uniformly at random.

3. If —s is lexicographically smaller than s, replace s by —s.

4. Output (p, s).
Step 3: The secret-key-free signing-oracle simulation proceeds as follows:

1. Choose s randomly from Fy and let t = P(s).

2. Set r < InvRejSamp(t, 7, m); by Lemmalﬂ r is uniform over
R¢ = {r € B™ : RejSamp(r, 7,,,, m) = t without failure} .

3. Reprogram H so that
SHAKE256(BytesToBits(u)||p, 8Tn) = 1,

where p is chosen uniformly at random.
4. If —s is lexicographically smaller than s, replace s by —s.
5. Output (p, s).

The transitions up to Step 2 incur the same advantage losses as in the proof
of Lemma Here, besides the qéign evaluations corresponding to Hash(y, p),
each signing query makes two evaluations of H in Expand,, and one to compute
1. Key generation and final-forgery verification make four further evaluations
in total, giving the term 3gsign + 4. Together with the existing constant term
in Lemma |2|, these evaluations yield the 3¢sign + 5 term in the square root of
the bound. The transition from Step 2 to Step 3, however, requires additional
care because the QR-UOV signing algorithm imposes the rank restriction and
obtains its target vector by applying RejSamp to a byte string.
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Removing the rank restriction. We remove the rank restriction from the
signing oracle of Step 2. Let Good,sn be the event that all vectors y sam-
pled during the signing queries in Step 2 without the rank restriction satisfy
rank(Le(y)) > m — A. Conditioned on Good,ank, the signing oracle of Step 2
without the rank restriction is identical to the one with the rank restriction.
Moreover, by the definition of &,k and the union bound,

PI‘[GOOdrank} > 1-— Gsign€rank-

Since Step 2 with the rank restriction uses the signing oracle defined in Definition
its output is distributed as the output of Step 2 without the rank restriction,
conditioned on Good,,nk. Therefore,
Pr[Acma wins in Step 2 without the rank restriction]
> Pr[Acma wins in Step 2 without the rank restriction | Good,ank] Pr[Good;ank]
= Pr[Acma wins in Step 2 with the rank restriction] Pr[Goodank].

Consequently,

Pr[Acma wins in Step 2 with the rank restriction]

Pr[Acma wins in Step 2 without the rank restriction]

1- Gsign€rank

Signing-oracle simulation. We show that the signing oracle of Step 2 with-
out the rank restriction and that of Step 3 induce the same signature distribution
after applying the same canonicalization in both steps. To establish this, we sep-
arately consider the joint distribution of the preimage s and its image t = P(s),
and the conditional distribution of the byte string r given (s, t).

e We compare the distributions of (s,t) induced by Step 2 without the
rank restriction with that induced by Step 3, applying the same canon-
icalization in both steps. As shown by Sakumoto et al. [SSHII], before
canonicalization, the preimage s generated through retries in the modified
UOV procedure follows the uniform distribution over Fy. Hence, Step 3
samples s from the same distribution as Step 2, and t = P(s) has the same
distribution in both steps. In both steps, if —s is lexicographically smaller
than s, we replace s by —s. Since the same deterministic canonicalization
is applied to identically distributed preimages, the resulting distributions
of (s,t) are also identical. Moreover, P(—s) = P(s), so canonicalization
does not change t.

e Conditioned on a fixed pair (s, t), we compare the distribution of r induced
by the signing oracle of Step 2 without the rank restriction with that
induced by Step 3. In Step 2, each byte string is sampled with the same
probability. Moreover, for a fixed t, the inversion test and the selection
of the preimage s depend only on t, and not on which element of Ry
produced it. Therefore, conditioned on (s,t), r is uniform over Ry. By
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Lemma InvRejSamp(t, 7,,, m) also outputs a uniform element of Ry.
Hence, conditioned on (s, t), r has the same distribution in Steps 2 and 3.

Hence, (r,s,t) is distributed identically in Steps 2 and 3 without the rank
restriction. The simulator uses this algorithm to obtain r in Step 3, thereby
making the simulation of the signing oracle feasible in QR-UOV.

Reduction to INV. After the above modifications, the INV adversary Bin,
can simulate the game of Step 3 as follows. Given the public key map P, Bi,,
randomly selects seedyk and provides pk = (seedpk, {151-,3}i€[m}) to Acma. To
ensure that the adversary can recover P from pk, for every i € [m], Bi,, uses
InvRejSamp to sample byte strings whose rejection-sampled values encode P;
and Pi,g in the prescribed order. It then programs the required prefixes of
Hprg (seedpk, 20 — 1) and Hpg(seedpy, 24) with these byte strings. Consequently,
Expand,, (seedyy, ) outputs (P;1, P;2) contained in P. The bound of Lemma
therefore applies with the following adjustments. Since the same random ora-
cle H models all uses of SHAKE256, the 3¢sign + 4 additional evaluations of H
are included in the first reprogramming term. The possible failures of RejSamp
contribute the additive term (qgg, +2m+2)/ 2*, while removing the rank restric-
tion introduces the multiplicative factor (1 — gsignerank) ' in the INV advantage.
The programming of H,; and the deterministic canonicalization of signatures
introduce no additional loss. Combining these changes with Lemma [2 yields the
bound stated in this lemma. O

E.2 Proof of Lemma [5l

Lemma [5| (restated).  For any quantum INV adversary A, against the
trapdoor function T underlying QR-UOV, there exist adversaries Buoy and Bmq
against the UOV problem with parameters (q*,v/€,m/¢,m) and the QR-MQ
problem with parameters (q, (v + m), m,£), respectively, such that

AdV%NV(AinV) < Advglo,l\)//f,m/f,m (BUOV) + Advg?;:/l_%))m’g (qu)7

where the running times of Buoy and Bmq are about that of Ainy.
Proof. We prove the above statement by the following sequence of games.

1. Let Gameg be the INV game played by A;,, against the trapdoor function
of QR-UOV. By definition, Pr[Gamey() = 1] = AdvY (Ain).

2. Let Game; be the same as Gamey except that the challenger chooses a
random P € QR (y4m),m,¢ Without the UOV structure. We can construct
an adversary Byo, on the UOV problem with parameters (¢¢,v/¢, m/l, m)
as follows: when B, is given a multivariate quadratic map P with N =
(v + m)/¢ variables and m equations over F,, it transforms P into P
with (v 4+ m) variables and m equations over F, composed of m matrices
in W(N)A}V’N. This transformation is performed by W) ¢, where ¢ is
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defined in Subsection The adversary Byo, then runs A;,, on input P.
By Lemma [ if Byoy is given a P € UOV e v /0,m/e,m> then B simulates
Gamey, and if By, is given a P € MQg¢. Nm, then Bu“‘};\",v simulates Game;.
Therefore, we have

|Pr[Gamey () = 1] — Pr[Game; () = 1]| < AdvyOY 10, (Buov)-

3. From the construction, Game; is the QR-MQ game with parameters (g, (v+
m), m, ), and thus we have Pr[Game;() = 1] = Advg?;'fﬁ%)’m,e(qu).
Combining the game-transition bounds gives
- O
AdV!I'NV(AinV) - Advi?vltﬁg),mj (qu) < Adv(l;’f,t\zl/é,m/é,m (BUOV)

= AT (Ain) < AdVes o e.m (Buov) + AVIENS (Brg)-
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